
                                                                                                                                                                                                                                                                 

 
INTERNATIONAL JOURNAL FOR RESEARCH IN EMERGING SCIENCE AND TECHNOLOGY, VOLUME-3, ISSUE-3, MAR-2016                                  E-ISSN: 2349-7610 

                                                                                                              

VOLUME-3, ISSUE-3, MAR-2016                                                COPYRIGHT © 2016 IJREST, ALL RIGHT RESERVED                                                                                         118 

Packet Estimation Algorithm to Detect and Prevent 

Collaborative Attacks in Manet 
 

A.Poomalai Rani
1
, M.Preetha

2
, K.Radha

3
 and Ms. V. Sathiya

4
 

 

1
Student, Department of CSE, Panimalar Engineering College, Chennai. 

1
poomalairani@gmail.com 

2
Student, Department of CSE, Panimalar Engineering College, Chennai. 

2
m.preetha01@gmail.com 

3
Student, Department of CSE, Panimalar Engineering College, Chennai. 

3
radhakalyan25@gmail.com 

4
Associate professor, Department of CSE, Panimalar Engineering College, Chennai. 

4
brindhavenkat10@gmail.com 

 

ABSTRACT 

In MANET the primary requirement is establishing co-operative communication among nodes. The malicious nodes may cause 

security problems like black hole, gray-hole and collaborative attacks. Dynamic source routing mechanism, which is referred as 

cooperative bait detection scheme (CBDS) is used. In this case hidden attack or intermediate gray-hole attack may be formed. To 

Overcome these issue, the packet estimation algorithm based on hop to hop count is used which is mainly used for packet 

enhancement. Instead of DSR (Dynamic Source Routing), AODV (Ad hoc on Demand Distance Vector) is the routing mechanism 

used here. Packet estimation algorithm is mainly based upon trustworthiness value of each node. Simulation results are based 

upon the parameters such as Routing overhead, Packet delivery ratio, Throughput and End to End delay. 
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1. INTRODUCTION 

A mobile ad hoc network (MANET) is a collection of wireless 

nodes which have the ability to communicate with each other 

without having fixed infrastructure or any central base station. 

Routing and network management are done cooperatively by 

each other nodes[9]. In a MANET, each node not only acts as a 

host but also act as a router. When receiving data, nodes need to 

cooperate with each other to forward the data packets, thereby 

forming a wireless local area network. MANETs are very 

attractive to applications such as Military operations and 

response to disasters. These applications, however, have very 

strict requirements on security of network topology and data 

traffic [8]. Due to its dynamic nature MANET has larger 

security issues than other networks. The lack of any 

infrastructure added with the dynamic topology feature of 

MANETs make these networks highly vulnerable to routing 

attacks such as black hole and gray hole (known as variants of 

black hole attacks) [13]. 

In black hole attacks a node transmits a malicious broadcast 

informing that it has the shortest path to the destination, with 

the goal of intercepting messages. In this case, a malicious node 

(so-called black hole node) can attract all packets by using 

forged Route Reply (RREP) packet to falsely claim that “fake” 

shortest route to the destination and then discard these packets 

without forwarding them to the destination. A gray hole attack 

is a variation of the black hole attack, where the malicious node 

is not initially recognized as such since it turns malicious only 

at a later time, preventing a trust-based security solution from 

detecting its presence in the network. It then selectively 
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discards/forwards the data packets when packets go through it 

[13]. 

In this paper, our focus is on detecting gray hole/collaborative 

black hole attacks using a packet delivery based CBDS 

technique. In this case AODV is the routing based scheme used. 

AODV is a source initiated Ad hoc on-demand Distance Vector 

routing protocol. Operation of the protocol is divided into two 

functions, route discovery &route maintenance. At first all the 

nodes send hello message on its interface and receive hello 

message from its neighbours. This process repeats periodically 

to determine neighbour connectivity, when a route is needed is 

to some destination. Every mobile node maintains a routing 

table that maintains the next hop node information for a route to 

the destination node. [9].  

In our scheme, the address of a neighbor node is used as 

cooperating destination address to send a fake reply message, 

and then malicious nodes are detected using a reverse tracing 

technique. It can also identify when cooperating neighbor itself 

act as a malicious node. Based on the value of packet delivery 

ratio of each hop count malicious nodes can be identified. 

Malicious nodes are kept in a black hole list so that all other 

nodes stop communicating with any node in that list. In this 

scheme it can help in preventing or avoiding an attack in its 

initial stage. 

 

2. RELATED WORK 

The security problem and the misbehavior problem of wireless 

networks have been studied by many researchers. Many 

research works studied the problem of malicious node detection 

in MANETs. Deng et.al [2] has proposed an algorithm to 

prevent black hole attacks in ad hoc networks. According to 

their algorithm, any node receiving a RREP packet, cross 

checks with the next hop on the route to the destination from an 

alternate path. If the next hop either does not have a link to the 

node that sent the RREP or does not have a route to the 

destination then the node that sent the RREP is considered as 

malicious. S.Ramaswamy et.al.[3] presented an algorithm to 

prevent the co-operative black hole attacks in ad hoc network. 

This algorithm is based on a Slightly modified AODV protocol 

by introducing Data Routing Information (DRI) Table and 

Cross Checking. K.Vishnu et.al. [9] have proposed an 

algorithm for detection & removal of Black/Gray Holes. 

According to their algorithm instead of sending the total data 

traffic at once, they divide it into small sized blocks, in the hope 

that the malicious nodes can be detected& removed in between 

transmission. Source node uses the acknowledgement sent by 

the destination to check for data loss & in turn evaluates the 

possibility of a black hole. Wang et.al[8] proposed a technique 

to prevent collaborative pack drop attacks in ad hoc network. 

The hash function based mechanism is used for finding packet 

drops in the network. In all these above papers while 

identifying attacker node quality of service has been decreased, 

end to end delay increases. 

In this paper our focus is on increasing quality of service and to 

identify hidden hacker node. 

 

3. PROPOSED WORK 

In normal Ad-hoc network route selection done by source node. 

In case any attacker node enter the network in hidden way it is 

difficult to find. In this proposed system, we calculate Packet 

delivery rate per hop count to determine trustworthiness. Based 

upon trustworthiness value we can find attacker node. The 

packet delivery ratio can be enhanced by selecting a proper 

route. This helps in preventing or avoiding an attack in its 

initial stage. Quality of Service (QOS) is maintained. Hidden 

attack is not possible by using trustworthiness value for each 

node. 

In this proposed system there exist two steps. It includes 

identifying neighbor nodes and finding shortest route to send 

the data. 

 

3.1 Finding Neighbor Nodes 

In this system, we are mainly dealing with security side, to 

check quality of protocol. Both the attacker nodes and 

cooperating nodes are identified. The attacker node check the 

route request and give the fake reply to the source node and 

then the attacker node identify the data packet in the network 

and drop the packets. Legitimated nodes make the cooperative 

communication with neighbor to forward the data packet from 

one to other nodes, and try to defend from attacker.  

 AODV routing mechanism is used here to update routing table 

periodically. The timer is used to keep the time expires and then 

the periodic packet will be generated. The beacon generator 

generates the packet and that packet will be read by all neighbor 

nodes, the beacon life is only for one hop. The work of 
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neighbor management unit is to store the neighbor information 

into a table when it receives the beacon packet from the 

neighbor. If the time got expires the neighbor node info will be 

deleted from the table. It is mainly used for identifying the 

neighbor nodes. Mostly one of the neighbor nodes will be set as 

cooperating neighbor. 

 

3.2 Route Discovery 

The source identifies the route when the data is waiting in 

buffer, without route by using the route request and route reply. 

To identify the attacker node fake route request is generated.  

The source generates fake request with the address of 

cooperating neighbor as the destination address. Source already 

knows the information about fake route reply. If there is reply 

from any other node, then that node will be identified as 

malicious by using the source routing mechanism (reverse 

tracing technique). In some cases cooperating neighbor that we 

are selecting can also be an attacker. It can also be identified by 

packet estimation algorithm and by periodically updating 

neighbor management unit.  

Packet estimation algorithm is the process of finding delivery 

ratio at each hop count rather than finding at the destination. In 

periodic interval rate, for every hop count we can determine 

how much data transmitted or received by each node. We have 

to monitor the estimated value, if any node value lies below 

threshold value, then node from which it has received data will 

be noticed as malicious node. The malicious node details will 

be updated to all other neighbor nodes. Trustworthiness value 

for each node is given as 1.0000. If the trustworthiness value 

lies between 0.25to 0.75 then the node will be listed as 

malicious node. Once again we can generate another RREQ 

without the malicious node, and then we can transfer the 

information.  

If any route gets failed then the intermediate node will share the 

error message. Based on the error message the source node will 

find another route to destination with secure route discovery 

model. Whenever any error occurs it will get notified 

immediately to the source node to find new route. 

 

 

Fig-1: FLOW CHART 

 

3.3 AODV Based CBDS Algorithm 

Step 1: Initialize Hello timer to find cooperating neighbour, If 

Hello timer expire Send hello message.  

Step 2: Select random neighbour from table, set as destination 

node, send fake request.  

Step 3: If reply other than destination node  

 Step 3.1: Perform reverse tracing technique. 
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Step 3.2:  Set node as malicious node and update 

details in black hole list.  

Step 4: Else If reply from fake destination i.e. cooperating 

neighbour 

 Step 4.1: Drop the reply packet and neglect it. 

Step 5: Data waiting in the buffer, send Route request and get 

Route reply 

Step 6: Find shortest Path without malicious node and transfer 

data. 

 

3.4 Packet Estimation Algorithm 

Step 1: Initialize              for every nodes in a find path 

 Step 2: Check per every hop count (                 ) 

Step 3: Calculated value update to Rtable (               ) 

 Step 4: If                     

      Step 4.1: Update node detail as malicious list Generate 

RREQ to find new route without hacker, Once again 

data transfer in another route 

 Step 4.2: Else Transfer regular data 

 

4 SIMULATION RESULTS 

To check the efficiency of the algorithm certain parameters are 

considered. They are packet delivery ratio, delay and 

throughput. 

The existing system considered here is CBDS. The proposed 

system is Packet estimation algorithm based upon 

trustworthiness value of each node. 

In the proposed system each node is represented with 

trustworthiness value. Whenever value of any node falls below 

0.75 then its adjacent node or node from which it has received 

the data packets has been noted as malicious node. This greatly 

helps in identifying the gray-hole node as it will be active only 

for the particular time. This can avoid collaborative attacks in 

MANET. This can also identify when cooperating neighbor act 

as an attacker 

 

 

Fig-2: Transmitting data among nodes 

 

4.1 Packet Delivery Ratio 

This is defined as the ratio of the number of packets received at 

the destination and the number of packets sent by the source.  

The packet delivery ratio of the existing system is 99.3006% 

when it does not have gray-hole node. If it has gray-hole node 

packet delivery ratio reduces. In the proposed system packet 

delivery ratio is of 97.2014936% even though it has gray-hole 

node. If it does not have gray-hole node packet delivery ratio 

increases. 

 

Fig-3: Packet delivery ratio 

 

4.2 Average End-To-End Delay 
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This is defined as the average time taken for a packet 

to be transmitted from the source to the destination.  

 

 

Fig-4: Average End to End Delay 

 

The end to end delay of the existing system is 

0.13957s. In the proposed system end to end delay is of 

0.098413s. Time delay has been reduced. 

 

4.3 Throughput 

The throughput is the number of bits transferred per 

second. 

  

 

Fig-5: Throughput 

The throughput of the existing system is 19596. In the proposed 

system throughput is of 23966. Throughput has been increased 

which improves the efficiency of the system 

 

 Routing overhead in the existing system is 473 in case 

of proposed system it is of 473.Overhead remains same as that 

of the existing system. 

 

Packets received in the existing system are 426 in case 

of proposed system it is of 521. Packets sent in the existing 

system are 429 in case of proposed system it is of 536. 

 

The efficiency of the system got increased in case of 

all parameters. Packet Estimation Algorithm outperforms 

CBDS technique. 

 

5.  FUTURE ENHANCEMENT 

As future work, the investigation about the feasibility 

of adjusting packet estimation algorithm to address other types 

of collaborative attacks on MANETs has to be done and then 

the investigation about the energy efficiency of the system has 

to be identified when it has attacker. 

 

6. CONCLUSION 

The proposed technique packet estimation algorithm is 

used for detecting attacker nodes in MANETs under 

gray/collaborative black-hole attacks. Simulation results 

revealed that it outperforms the CBDS scheme in terms of 

Routing Overhead, End to End Delay, Throughput and Packet 

Delivery Ratio. It can identify gray-hole attacks at any time. 
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