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ABSTRACT 

The rapid development of computer technology and the integration of computer and communication technology have made 

significant changes to human information activities. Firstly, the efficient and effective power of information processing has made 

computer the most important tool for data processing .The growing danger from crimes committed against computers, or against 

information on computers is beginning to claim attention. The emergence of new types of crime as well as the commission of 

traditional crimes by means of new technologies that we called Cyber-crime. Moreover, the consequences of criminal behavior 

can be more far-reaching than before because they are not restricted by geographical limitations or national boundaries. The recent 

spread of detrimental computer viruses all over the world has provided proof of this reality. Other than computer viruses, cyber-

crime also consists of specific crimes dealing with computers and networks (such as hacking) and the facilitation of traditional 

crime through the use of computers (child pornography, hate crimes, telemarketing/Internet fraud) This Paper analyzes the state of 

the law in and it finds that only ten nations have amended their laws to cover more than half of the kinds of crimes that need to be 

addressed. . 
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1. INTRODUCTION 

The first recorded cyber-crime took place in the year 1820! 

That is not surprising in view of the fact that the abacus, which 

is thought to be the earliest form of a computer, has been 

around since 3500 B.C. in India, Japan and China. The period 

of modern computers, however, began with the systematic 

engine of Charles Babbage. In 1820, Joseph-Marie Jacquard, a 

textile manufacturer in France, produced the loom. This device 

allowed the repetition of a series of steps in the merging of 

special fabrics. This caused in a fear amongst Jacquard's 

employees thattheir old employment and livelihood were 

being threatened. They committed acts of sabotage to 

discourage Jacquard from further use of the new technology. 

This is the first recorded cyber-crime!  

Today computers have come a long way, with neural networks 

and Nano-computing capable to turn every atom in a glass of 

water into a computer capable of performing a Billion 

operations per second. Cyber-crime is an evil having its origin 

in the growing dependence on computers in modern life. In a 

day and age when everything from microwave ovens and 

refrigerators to nuclear power plants is being run on 

computers, cyber-crime has assumed rather harmfull 

inferences.  

 Major cyber-crimes in the recent past include official website 

of the government of Maharashtra, which was hacked in 

September 2007, which contains detailed information about 

government departments, circulars, reports, and several other 

topics. IT experts working on restoring the website told Arab 

News that they fear that the hackers may have destroyed all of 

the website’s contents. 

They said that the hackers had identified themselves as 

“Hackers Cool Al-Jazeera” and appealed they were based in 
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Saudi Arabia. They added that this might be a red herring to 

throw investigators off their trail. 

2. TYPES OF CYBER CRIME 

There are many types of cyber-crimes and the most common 

ones are explained below: 

2.1 Hacking: This is a type of crime wherein a person’s 

computer is broken into so that his personal or sensitive 

information can be accessed. In the United States, hacking is 

classified as a offense and illegal as such. This is different 

from ethical hacking, which many organizations use to check 

their Internet security protection. In hacking, the criminal uses 

a variety of software to enter a person’s computer and the 

person may not be aware that his computer is being get into 

from a remote location. 

2.2 Theft: This crime occurs when a person violates 

copyrights and downloads music, movies, games and software. 

There are even peer sharing websites which encourage 

software piracy and many of these websites are now being 

targeted by the FBI. Today, the justice system is addressing 

this cyber-crime and there are laws that prevent people from 

illegal downloading. 

2.3 Cyber Stalking: This is a kind of online harassment 

wherein the victim is subjected to a barrage of online messages 

and emails. Typically, these stalkers know their victims and 

instead of resorting to offline stalking, they use the Internet to 

stalk. However, if they notice that cyber stalking is not having 

the desired effect, they begin offline stalking along with cyber 

stalking to make the victims’ lives more miserable. 

2.4 Identity Theft: This has become a major problem with 

people using the Internet for cash transactions and banking 

services. In this cyber-crime, a criminal accesses data about a 

person’s bank account, credit cards, Social Security, debit card 

and other sensitive information to draw off money or to buy 

things online in the victim’s name. It can result in major 

financial losses for the victim and even spoil the victim’s 

credit history. 

2.5 Malicious Software: These are Internet-based software 

or programs that are used to interrupt a network. The software 

is used to gain access to a system to steal sensitive information 

or data or causing damage to software present in the system. 

2.6 Child Soliciting and Abuse: This is also a type of 

cyber-crime wherein criminals implore minors via chat rooms 

for the purpose of child pornography. The FBI has been 

spending a lot of time monitoring chat rooms frequented by 

children with the hopes of reducing and preventing child abuse 

and soliciting. 

3.CATEGORIES OF CYBER CRIME 

Cyber-crimes are broadly categorized into three categories, 

namely crime against 

3.1 Individual 

3.2 Property 

3.3 Government 

Each category can use a variety of methods and the methods 

used vary from one criminal to another. 

3.1 Individual: This type of cyber-crime can be in the form 

of cyber stalking, distributing pornography, trafficking and 

“grooming”. Today, law enforcement agencies are taking this 

category of cyber-crime very seriously and are joining forces 

internationally to reach and arrest the perpetrators. 

3.2 Property: Just like in the real world where a criminal can 

steal and rob, even in the cyber world criminals resort to 

stealing and robbing. In this case, they can steal a person’s 

bank details and siphon off money; misuse the credit card to 

make numerous purchases online; run a scam to get naïve 

people to part with their hard earned money; use malicious 

software to gain access to an organization’s website or disrupt 

the systems of the organization. The malicious software can 

also damage software and hardware, just like vandals damage 

property in the offline world. 

3.3 Government: Although not as common as the other two 

categories, crimes against a government are referred to as 

cyber terrorism. If successful, this category can wreak havoc 
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and cause panic amongst the civilian population. In this 

category, criminals hack government websites, military 

websites or circulate propaganda. The perpetrators can be 

terrorist outfits or unfriendly governments of other nations. 

 

4. EXAMPLE OF CYBER CRIME 

 An example of one type of cybercrime is an “account 

takeover.” This happens when cyber criminals compromise 

your computer (by getting you to click on a link for example) 

and install malicious software, such as “key loggers” which 

record key strokes, passwords, and other private information. 

This in turn allows the hacker access to data using your log-in 

credentials. Once these criminals steal your password, they 

may be able to breach your work networks or, if at home, your 

personal online bank account. These criminals can be 

anywhere in the world. 

 

5. EFFECTS OF CYBER CRIME 

  Criminals take advantage of technology in many different 

ways. The Internet, in particular, is a great tool for scammers 

and other miscreants, since it allows them to ply their trade 

while hiding behind a shield of digital anonymity. Cyber-

crime affects society in a number of different ways, both 

online and in the offline world. 

The effects of a single, successful cyber-attack can have far-

reaching implications including financial losses, theft of 

intellectual property and loss of customer confidence and trust. 

The overall monetary impact of cybercrime on society and 

government is estimated to be billions of dollars per year. 

On average, there has been a reported cybersecurity event 

every single day since 2006. If there’s a transaction that 

involves a card with a magnetic strip and a swipe, there’s a 

transaction that involves a risk. And if there’s a computer 

system with software designed to allow access by multiple 

users (e.g. By franchisees, vendors, or other providers) without 

security in mind, then there’s a major risk of being hacked for 

malicious or competitive purposes. Mobile devices, often 

containing sensitive data, are lost or stolen every day. 

With the increase of free hacking tools and cheap electronic 

devices such as key loggers and RF Scanners, if you use e-

mail or your company’s systems are connected to the Internet, 

you’re being scanned, probed, and attacked constantly. This is 

also true for your vendors and supply chain partners, including 

payment processors. E-mail and the web are the two main 

attack vectors used by hackers to infiltrate corporate networks. 

So, clearly, every company is insecure because every company 

needs to have these functions. Conversely every company 

needs to guard its systems against unauthorized access through 

these openings because supposed firewalls offer no protection. 

Whatsoever once a hacker has entered. 

 

6.WHAT SHOULD WE DO? 

Training and awareness are important first steps in mitigating 

these attacks. All citizens, consumers, and state employees 

should be aware of cyber threats and the actions they can take 

to protect their own information, as well as the information 

within their organization. 

So… What can you do to minimize the risk of becoming a 

cybercrime victim? 

6.1 Use Strong Passwords:   Use unique passwords for 

EVERY account and avoid writing them down. If you 

must write them down, keep them in a secure place. 

Make the passwords more complicated by combining 

letters, numbers, special characters, and by changing 

them on a regular basis. NEVER share your password 

with anyone! Banks, credit card companies and your IT 

department will not ask you for your password. If 

someone does, do not provide it. See the User Password 

Policy for more detailed information on passwords. 

6.2 Secure Your Computer:     (This information is for 

your home use only. Your IT department will take care 

of this on your work machines.) 

6.3 Enable Your Firewall:    Firewalls are the first line 

of cyber defense; they block connections from 

suspicious traffic and will keep out some types of 

viruses and hackers. 
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6.4 Use Anti-Virus/Malware Software: Prevent 

viruses from infecting your computer by installing and 

regularly updating anti-virus software. 

6.5 Block Spyware Attacks:   Prevent spyware from 

infiltrating your computer by installing and updating 

anti-spyware software. 

6.6 Secure Your Mobile Devices:  Be aware that your 

mobile device is vulnerable to viruses and hackers.  

Download applications only from trusted sources.  Do 

not store unnecessary or sensitive information on your 

mobile device. Do not store state data on any mobile 

device cloud services. Refer to the Mobile Device 

Policy.  It is also important to keep the device 

physically secure; millions of mobile devices are lost 

each year.  If you do lose your device, it should 

immediately be reported to your agency IT department 

or your carrier if this is your personal device, not 

connected to the state network.  There are some devices 

that allow remote erasing of data.  Be sure to keep your 

mobile device password protected. 

6.7 Install The Latest Operating System Updates:            

(For home use information only, not state owned 

machines) Keep your applications and operating system 

(e.g. Windows, Mac, Linux) current with the latest 

system updates. Turn on automatic updates to prevent 

potential attacks on older software. 

6.8 Protect Data: Use encryption for confidential data 

such as health records, tax returns and financial records. 

For State of VT data, follow the State, Federal laws, 

statutes, regulations and policies of your department 

concerning PII, HIPAA, IRS 1075 and other 

confidential data that you may work with.  On home 

machines, make regular back-ups of all your important 

data and store it securely. 

6.9 Protect Your E-Identity:  Be cautious when giving 

out personal information such as your name, address, 

phone number or financial information on the Internet. 

DO NOT click on links that are sent to you via e-mail 

or respond to persons who call you asking for personal 

information. These could be phishing scams to get your 

personal information. Make sure that websites are 

secure especially when making online purchases (look 

for the https in the URL), or that you’ve enabled 

privacy settings (e.g. when accessing/using social 

networking sites, such as Facebook, Twitter, YouTube, 

etc.).  Once something is posted on the Internet, it may 

be there forever. 

6.10  Avoid Being Scammed:   Never reply to emails that 

ask you to verify your information or confirm your user 

ID or password.  Don’t click on a link or file of 

unknown origin.  Check the source of the message; 

when in doubt, verify the source. 

7. POTENTIAL LIABILITIES 

Major liability may be harmed from, inter alia, individual 

litigation, class litigation, regulatory investigation, contract 

dispute, loss of customers, reputation damage, data theft, 

denial of service, cyber-terrorism, cyber-extortion, and fraud. 

7.1 Some statutes impacting cyber-liability include 

• Communications Act of 1934, updated 1996 

• Computer Fraud & Abuse Act of 1984 

• Computer Security Act of 1987 

• Economic Espionage Act of 1996 

• Electronic Communications Privacy Act of 1986 

• Federal Privacy Act of 1974 

• Health Insurance Portability & Accountability Act of 

1996 

• National Information Infrastructure Protection Act of 

1996 

• U.S.A. Patriot Act of 2001 

• Payment Card Industry Data Security Standard (PCI 

DSS) effective 2006 – 

• Industry-defined standard, not government 

• Data Accountability and Trust Act 

• Identity Theft Prevention Act 
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8. CYBER CRISIS 

PLANNING/MANAGEMENT 

IT (Information Technology) systems are vulnerable to a 

variety of disruptions from a variety of sources such as natural 

disasters, human error, and hacker attacks. These disruptions 

can range from mild (e.g. short-term power outage, hard disk 

drive failure) to severe (e.g. equipment destruction, fire, online 

database hacked). Crisis (and Disaster Recovery) planning 

refers to those interim measures needed to recover IT services 

following an emergency or system disruption. Interim 

measures may include the relocation of IT systems and 

operations to an alternate site, the recovery of IT functions 

using alternate equipment, or the performance of IT functions 

using manual methods to minimize the business impact. In 

January 2009 Heartland Payment Systems, which processes 

100 million credit and debit card transactions per month, 

disclosed that hackers had penetrated its computer network. 

By installing malicious software, the hackers gained access to 

digital information encoded on a card’s magnetic strip that 

could be used to create duplicate cards. In the wake of what 

was described as the biggest single breach of consumer and 

financial data security ever, Heartland’s stock was hit hard. In 

public statements following the incident, Heartland’s CEO 

compared the potential industry-wide impact of the breach to 

the Tylenol poisonings that nearly brought down the drug 

maker Johnson & Johnson in the early 1980s.The Heartland 

debacle highlights the potential fallout companies face as a 

result of in effective planning for data security breaches. The 

costly consequences may include damage to reputation and 

brand value, shareholder derivative suits, directors’ and 

officers’ liability, regulatory agency investigations, and class-

action litigation. Effective crisis planning and crisis 

management processes must be developed to enable 

businesses to continue operating following failure of, or 

damage to, vital services or facilities. 

8.1 The Cyber Crisis Planning Process Covers The 

Following 

• Identification and prioritization of critical business 

processes including  

• The technology that supports them (servers, databases, 

applications) and technology owners. 

• Identification and agreement with respect to all 

responsibilities and emergency arrangements for 

business continuity planning and recovery with all 

affected parties throughout the organization. 

• ‘Call Tree’ and contact details. 

• Documentation of workarounds (electronic and manual) 

and/or rectification procedures and a linkage to any 

relevant reference material or documents. 

• Appropriate education of staff in the execution of the 

agreed emergency procedures and processes. 

• Checklists and procedure guidelines to assist all parties 

to recover from a crisis or disaster. 

• Testing and updating of the plans on a regular basis. 

8.2 Cyber Crisis Management (Incident Response – 

Stop The Bleeding) Process Covers The Following 

• Identify the Crisis at Hand – For example, is it a 

customer data breach, privacy breach, virus outbreak, 

targeted malicious code attack, denial of service attack, 

phishing attack, or third party data compromise? 

• Analysis and Assessment – Triage of the incident to 

determine the severity (See Chan Scale of Insecurity) 

and impact on the business. 

• Coordination/Response Plan – Decide whether to 

protect or prosecute including contacting the proper law 

enforcement authorities. If prosecution is the course of 

action, all evidence (system/application logs, audit 

trails, and affected systems) must be collected in a 

forensically sound manner to hold up in a court of law. 

• Contact all affected parties and communicate and agree 

upon a response plan. 

• Containment/Recovery Plan – Restore affected 

systems to normal business operation. 
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• Incident Learning – What can be learned from this 

incident? What can be improved so this type of incident 

does not again? 

9. ACCESS CONTROLS 

Curiosity is a natural human trait. The viewing of private 

records of political figures and celebrities has led to people 

losing their jobs or being criminally convicted. Most of these 

workplace incidents were not tied to identity theft or other bad 

intentions, but were simply instances of employees taking 

advantage of access control policy gaps, sometimes without 

realizing that they were breaking privacy laws and exposing 

their organizations to risk. 

So companies need to focus on ensuring that employees’ 

access to information is required for their particular job. 

Sometimes employees’ access is supplemented as they are 

promoted, transferred, or temporarily assigned to another 

department within the organization. Users that drag such 

excess access into their new role may create holes in corporate 

security or create other business risks. These are common 

problems in large organizations, a natural consequence of the 

pressure on IT departments to provide access quickly when 

employees are transferred or promoted. 

Organizations should consider putting automated controls in 

place for cyber-access toensure that user privileges are 

appropriate to their particular job function or process 

role.Access to personally identifiable information must be 

governed by the need;  there must be a valid business reason 

for access. 

10. SECURITY TRAINING AND 

AWARENESS 

The human factor is the weakest link in any information 

security program. Communicating the importance of 

information security and promoting safe computing are key in 

securing a company against cyber-crime. Below are a few best 

practices: 

• Use a “passphrase” that is easy to remember — 

E@tUrVegg1e$ (Eat your veggies) and make sure to 

use a combination of upper and lower case letters, 

numbers, and symbols to make it less susceptible to 

brute force attacks. Try not to use simple dictionary 

words as they are subject to dictionary attacks – a type 

of brute force attack. 

• Do not share or write down any “passphrases.” 

• Communicate/educate your employees and executives 

on the latest cyber security threats and what they can do 

to help protect critical information assets. 

• Do not click on links or attachments in e-mail from 

untrusted sources. 

• Do not send sensitive business files to personal email 

addresses. 

• Have suspicious/malicious activity reported to security 

personnel immediately. 

• Secure all mobile devices when traveling, and report 

lost or stolen items to the technical support for remote 

kill/deactivation. 

• Educate employees about phishing attacks and how to 

report fraudulent activity. 

11. CONCLUSION 

The risks of cybercrime are very real and too ominous to be 

ignored. Every franchisor and licensor, indeed every business 

owner, has to face up to their vulnerability and do something 

about it. At the very least, every company must conduct a 

professional analysis of their cyber security and cyber risk; 

engage in a prophylactic plan to minimize the liability; insure 

against losses to the greatest extent possible; and implement 

and promote a well-thoughtout cyber policy, including crisis 

management in the event of a worst case scenario. 

. 
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