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ABSTRACT 

Wireless Sensor Network is network of numerous wireless sensor nodes. Wireless sensor network has many issues like energy 

consumption, security etc. Current trend of wireless sensor network is widely used in different field like battle-field, education and 

organization etc. This paper review different types of protocols of wireless sensor network likes LEACH, GEAR, TEEN and 

SPIN. We analyze all the characteristics of these protocols. And here we compare all protocol and finds some issue in SPIN 

protocol. Therefore, this study indicates the possibility of developing a potential useful classification using Time Synchronization 

with clock drift to overcome issue. 

Keywords: Wireless Sensor Network (WSN), SPIN, Clock-Drift, Time Synchronization  

 

1. INTRODUCTION 

A sensor network having large number of sensor node those 

are heavily deployed very close to it. The position of sensor 

nodes need not be fixed. WSN allows random deployment 

means that sensor network protocol and algorithms must 

possess self-organizing capabilities. The major components of 

a typical sensor network are: sensor nodes, the sensor field, the 

sink and the task manager [16]. 

 

 

 

Figure: 1 WSN Architecture [16] 
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WSNs architecture is shown in Figure1 which contains all 

major components. A sensor field is the area in which the 

nodes are placed. Sensors nodes are the heart of the network. 

Nodes are used for collecting data and routing this information 

back to a sink. A sink is a sensor node with the specific task of 

receiving, processing and storing data from the other sensor 

nodes. It is help to reduce the total number of messages that 

need to be sent, hence reducing the overall energy 

requirements of the network. 

 

 

Figure: 2 Components of WSN [16] 

Shown in figure 2 is component of WSN. Sensor nodes have 

four very important basic components of hardware.  

A sensing unit,  a processing unit, a radio transceiver and a 

power unit. Additional components may include location 

finding systems such as GPS, mobilizes and power generators. 

Mobilizers are required to move the node in specific 

applications. The processing unit and its associated storage 

manage then procedures that make the sensor node carry out 

its assigned sensing and collaboration tasks. The radio 

transceiver connects the node with the network and serves as 

the communication medium of the node. The power unit is the 

most important component of the sensor mote because it is 

used to determine the lifetime of the entire sensor network. 

WSN is mostly needed where human can’t easily reach and 

availability is not ease. 

The development of wireless sensor networks was motivated 

by military applications such as battlefield surveillance; today 

such networks are used in many industrial and consumer 

applications, such as industrial process monitoring and control, 

machine health monitoring, and so on. 

Current Status and Future Trends covers the various issues 

associated with WSNs, including their structure, activities, and 

applications [18]. 

· Location and position estimation in WSNs, techniques 

used in localization algorithms, and localization schemes 

· Energy-centric simulation and design space exploration 

· The fundamentals of MAC protocols and specific 

requirements and problems 

· Protocols and data gathering 

· Privacy and security issues in WSNs, solutions based on 

watermarking, and proposed work on intrusion detection 

systems (IDS) in WSNs. 

Wireless Sensor Network: It has various benefits likes,  

1. It avoids wiring.  

2. It can accommodate new devices at any time.  

3. Its flexible to use physical partitions.  

4. It can be accessed through a centralized monitor.  

And some drawbacks likes, 

 1. Its damn easy for hackers to hack.  

 2. Low speed of communication.  

 3. Gets distracted by various elements like Blue-

tooth.  

 4. Still Costly at large. 

 2. RELATED WORK 

Most of concept related to localization system for WSN as 

well as how to localize the nodes are discussed in [8]. Three 

main components are Distance/Angle Estimation, Position 

Computation and Localization Algorithm. 

An efficient coverage scheme for WSNs focuses on two 

coverage strategies of wireless sensor network which are 

compared on different parameters. There are two main 

strategies Delaunay Triangulation and Square Grid Coverage 

[9]. 
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Researchers summarize Energy consumption is the core issue 

in WSNs [10]. To generate a node energy model that can 

accurately reveal the energy consumption of sensor nodes is an 

extremely important part of protocol development, system 

design and performance evaluation in WSNs. In this paper, by 

studying component energy consumption in different node 

states and within state transitions, the authors present the 

energy models of the node core components, including 

processors, RF modules and sensors. 

Researchers present an overview of the various research issues 

in WSN based applications [11]. Such as Research Issues in 

Biological, Environmental, Healthcare, Industrial, Commercial 

and Military Application. Still WSNs are limited by 

scalability, cost, topology change and power consumption, 

new technologies are being planned to overcome these and to 

make sensor networks an important part of our lives. 

This [12] research aims at the problem in the vibration signal 

monitoring area that few of systems based on Wireless 

Sensing Technology are developed to deal with the problem of 

vibration specially. Researchers could achieve the operation of 

collecting and analyzing signal and monitoring the state of the 

network. 

The protocol is designed in [13] to quickly and reliably 

disseminate very short time-stamped messages required by 

synchronization protocols. Researchers identify limitations 

raised by the hardware and determine optimal parameters of 

the protocol. WSN will be widely deployed in the near future 

[15]. While much research has focused on making these 

networks feasible and useful, security has received little 

attention.  SPINS has two secure building blocks: SNEP and 

TESLA. 

In [15] WSN, sensor nodes have a limited transmission range. 

In fact, their processing and storage capabilities as well as 

their energy resources are also limited. Our experimentations 

show a better performance with SPIN in terms of energy 

consumption protocol. 

3. PROCOLS AND ITS COMPARISON 

Routing in WSNs differs from conventional routing in fixed 

networks in various ways. There is no infrastructure, wireless 

links are unreliable, sensor nodes may fail, and routing 

protocols have to meet strict energy saving requirements. 

Many routing algorithms were developed for wireless 

networks in general. All major routing protocols proposed for 

WSNs may be divided into seven categories. 

1. Location-based Protocols 

2. Data-centric Protocols 

3. Hierarchical Protocols 

4. Mobility-based Protocols 

5. Multipath-based Protocols 

6. Heterogeneity-based Protocols 

7. QoS-based protocols 

3.1 GEAR (Geographic and Energy Aware Routing) 

GEAR is an energy-efficient routing protocol proposed for 

routing queries to target regions in a sensor field. In GEAR, 

the sensors are supposed to have localization hardware 

equipped. 

Geographic routing requires that each node can determine its 

own location and that the source is aware of the location of the 

destination. With this information a message can be routed to 

the destination without knowledge of the network topology or 

a prior route discovery [17]. 

The GEAR protocol only considers a certain region rather than 

sending the interests to the whole network as happens in 

Directed Diffusion and thus restricting the number of interests. 

The protocol, called GEAR, uses energy aware and 

geographically-informed neighbor selection heuristics to route 

a packet towards the destination region [23]. 

The basic concept comprises of two main parts 

1. Route packets towards a target region through 

geographical and energy aware neighbor selection. 

2. Disseminate the packet within the region. 

3.2 SPIN (Sensor Protocols for Information via 

Negotiation) 

SPIN [2, 3] is a family of dynamic protocols that use data 

negotiation and resource-adaptive algorithms.  

SPIN is a data centric routing protocol. It assumes: 

A. All nodes in the network are base stations. 



 
INTERNATIONAL JOURNAL FOR RESEARCH IN EMERGING SCIENCE AND TECHNOLOGY, VOLUME-2, ISSUE-1, JANUARY-2015     E-ISSN: 2349-7610 

VOLUME-2, ISSUE-1, JANUARY-2015 COPYRIGHT © 2015 IJREST, ALL RIGHT RESERVED                                                 38 

B. Nodes in close proximity have similar data. 

The SPIN protocols are based on two main mechanisms 

namely negotiation and resource adaptation. SPIN enables the 

sensors to negotiate with each other before any data 

dissemination can occur in order to avoid injecting non-useful 

and redundant information in the network. SPIN uses meta-

data as the descriptors of the data that the sensors want to 

disseminate. 

There are two main Components for SPINs: 

1. SNEP 

2. TESLA 

3.3 SNEP (Sensor Network Encryption Protocol) 

SNEP provides a number of unique advantages. First, it has 

low communication overhead since it only adds 8 bytes per 

message.  

Second, like many cryptographic protocols it uses a counter, 

but researchers avoid transmitting the counter value by 

keeping state at both end points.  

Third, SNEP achieves even semantic security, a strong 

security property which prevents observers from inferring the 

message content from the encoded message.  

Finally, the same simple and efficient protocol also gives us 

data authentication, replay protection, and weak message 

freshness Data confidentiality is one of the most basic security 

primitives and it is used in almost every security protocol. A 

simple   form of confidentiality can be achieved through 

encryption, but pure encryption is not sufficient. Another 

important security property is semantic security, which 

ensures that an eavesdropper has no information about the 

plaintext, even if it sees multiple encryptions of the same 

plaintext [19]. 

SNEP offers the following  properties:  

· Semantic security: Since the counter value is 

incremented after each message, the same message is 

encrypted differently each time. The counter value is 

long enough that it never repeats within the lifetime of 

the node.  

· Data authentication: If the MAC verifies correctly, a 

receiver can be assured that the message originated from 

the claimed sender. 

· Replay protection: The counter value in the MAC 

prevents replaying old messages. Note that if the counter 

were not present in the MAC, an adversary could easily 

replay messages. 

· Weak freshness: If the message verified correctly, a 

receiver knows that the message must have been sent 

after the previous message it received correctly (that had 

a lower counter value). This enforces a message ordering 

and yields weak freshness. 

· Low communication overhead: The counter state is kept 

at each end point and does not need to be sent in each 

message.  

3.4 TESLA (Timed Efficient Stream Loss-tolerant 

Authentication) 

The recently proposed TESLA protocol provides efficient 

authenticated broadcast [20,21]. However, TESLA is not 

designed for such limited computing environments as we 

encounter in sensor networks for three reasons. First, TESLA 

authenticates the initial packet with a digital signature. 

Clearly, digital signatures are too expensive to compute on our 

sensor nodes, since even fitting the code into the memory is a 

major challenge. For the same reason as we mention above, 

onetime signatures are a challenge to use on our nodes. 

We design TESLA to solve the following inadequacies of  

TESLA in sensor networks:  

· TESLA authenticates the initial packet with a digital 

signature, which is too expensive for our sensor nodes. 

TESLA uses only symmetric mechanisms.   

· Disclosing a key in each packet requires too much 

energy for sending and receiving. TESLA discloses the 

key once per epoch.  

· It is expensive to store a one-way key chain in a sensor 

node. TESLA restricts the number of authenticated 

senders. 

3.5 LEACH (Low Energy Adaptive Clustering Hierarchy) 

LEACH is the first and most popular energy-efficient 

hierarchical clustering algorithm for WSNs that was proposed 
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for reducing power consumption. In LEACH, the clustering 

task is rotated among the nodes, based on duration. Direct 

communication is used by each cluster head (CH) to forward 

the data to the base station (BS).  

It uses clusters to prolong the life of the WSN. LEACH is 

based on an aggregation (or fusion) technique that combines or 

aggregates the original data into a smaller size of data that 

carry only meaningful information to all individual sensors. 

LEACH divides the a network into several cluster of sensors, 

which are constructed by using localized coordination and 

control not only to reduce the amount of data that are 

transmitted to the sink, but also to make routing and data 

dissemination more scalable and robust. 

LEACH [6] is a self-organizing, adaptive clustering protocol. 

It uses randomization for distributing the energy load among 

the sensors in the network.  

 

The following are the assumptions made in the LEACH 

protocol: 

A. All nodes can transmit with enough power to reach the base 

station. 

B. Each node has enough computational power to support 

different  MAC  protocols. 

C. Nodes located close to each other have correlated data. 

LEACH is completely distributed and requires no global 

knowledge of network. It reduces energy consumption by 

(a) minimizing the communication cost between sensors and 

their cluster heads.  

(b) turning off non-head nodes as much as possible [22].  

LEACH uses single-hop routing where each node can transmit 

directly to the cluster-head and the sink. Therefore, it is not 

applicable to networks deployed in large regions. 

While LEACH helps the sensors within their cluster dissipate 

their energy slowly, the CHs consume a larger amount of 

energy when they are located farther away from the sink. 

 Also, LEACH clustering terminates in a finite number of 

iterations, but does not guarantee good CH distribution and 

assumes uniform energy consumption for CHs. 

3.6 TEEN (Threshold Sensitive Energy Efficient Sensor 

Network) 

TEEN is a hierarchical clustering protocol, which groups 

sensors into clusters with each led by a CH. The sensors 

within a cluster report their sensed data to their CH. The CH 

sends aggregated data to higher level CH until the data reaches 

the sink.  

 

It is targeted at reactive networks and is the first protocol 

developed for such networks. 

In this scheme at every cluster change time, the CH broadcasts 

the following to its members: 

Hard Threshold (HT): This is a threshold value for the sensed 

attribute. 

Soft Threshold (ST): This is a small change in the value of the 

sensed attribute which triggers the node to switch on its 

transmitter and transmit. 

 

Thus, the sensor network architecture in TEEN is based on a 

hierarchical grouping where closer nodes form clusters and 

this process goes on the second level until the BS (sink) is 

reached. TEEN is useful for applications where the users can 

control a trade-off between energy efficiency, data accuracy, 

and response time dynamically.  

 

TEEN uses a data-centric method with hierarchical approach. 

Important features of TEEN include its suitability for time 

critical sensing applications. 

 

TEEN is a cluster based hierarchical routing protocol based on 

LEACH. This protocol is used for time-critical applications.  

It has two assumptions: 

 

A. The BS and the sensor nodes have same initial energy. 

B. The BS can transmit data to all nodes in the network 

directly. 

TEEN is useful for applications where the users can Control a 

trade-off between energy efficiency, data accuracy, and 

response time dynamically. TEEN uses a data-centric method 

with hierarchical approach. Important features of TEEN 

include its suitability for time critical sensing applications. 
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Protocols Comparison  

Protocol 
Mobili

ty 

Power 

Manageme

nt 

N/W 

Lifetime 
Scalability 

Resource 

Awareness 
Classification 

Data 

Aggreg

ation 

Query 

Based 

Multipat

h 

LEACH 
Fixed 

BS 
Maximum Very Good Good Yes Clustering No No No 

TEEN 
Fixed 

BS 
Maximum Very Good Good Yes Reactive Yes No No 

GEAR 
Limite

d 
Limited Good Limited Yes Location No No No 

SPIN 
Suppor

t 
Limited Good Limited Yes Proactive Yes Yes Yes 

 
LEACH, TEEN has similar features and their architectures are 

to some extent similar. They have fixed infrastructure. 

LEACH and TEEN are cluster based routing protocols. TEEN 

only transmits time-critical data whereas LEACH transmits 

data continuously. 

SPIN maintains a global network topology. SPIN halves the 

redundant data in comparison to flooding. SPIN the sensor 

nodes advertise the availability of data so that interested nodes 

can query that data. 

GEAR limits the number of interests in Directed Diffusion by 

considering only certain region rather than sending the 

interests to the whole network. GEAR thus complements 

Directed Diffusion and conserves more energy [7]. 

LEACH, TEEN and GEAR has not facility of query based and 

multipath while it is supported in SPIN. 

 

4. CONCLUSION 
We analyze different protocols related to WSN like LEACH, 

TEEN and GEAR. All of these protocols have different 

characteristics like mobility, power management, N/W 

lifetime, scalability, data aggregation, multipath. LEACH, 

TEEN and GEAR protocol have fixed mobility. After study 

of all characteristics SPIN is very efficient protocol for WSN. 

SPIN is a family of protocols used to efficiently disseminate 

information in a WSN.  SNEP and μTESLA together provide 

secure communication channels using only symmetric 

cryptography in sensor networks: – Confidentiality, 

Authentication, Integrity, Freshness, and Low overhead. SPIN 

have one problem time-synchronization between nodes. So we 

decide that we will work on relevant time-synchronization 

between nodes in WSN 
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