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ABSTRACT 

In this paper, the goal is to analyse “how the distributor can allocate the confidential data to the trusted third parties” so that the 

leakage of data would be minimized by finding guilty agent. The proposed technique deals with secured data transmission. The 

owner of data is known as distributor has given the confidential data such as customer or patients data, company secrets, budget 

information, new schemes,etc. to the trusted third party known as agent who can then transmit the data illegally outside the 

boundaries , so that the leaked data and the agent can be detected by the distributor sometimes data is leaked and found in 

unauthorized place such as on the web or on somebody’s laptop. We can add the fake object to improve chances of detecting 

leakage and the third party. 
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1.  INTRODUCTION 

Data breaching problem related to insider attack are one of the 

fastest growing attack type. According to the “2015 Verizon 

Data Breach Investigation Report”, attacks from “insider 

misuse” increased from 8% in 2013 to 20.6% in 2015. This 

near about triple rate of increase is appalling when one 

considers that this rise has taken place over a span of only two 

years [5]. 

Data mining or knowledge discovery of instresting 

patterns from the large amount of data, has been considered as 

an important field of database research. Database are not just a 

huge volume of data in terabytes. Other important 

characteristic in addition to volume, include variety, velocity 

and value [7]. Big data is changing security analytics by 

providing new tools and opportunities for large quantities of 

structured and unstructured data [8]. It includes unstructured 

data like text, audio, video and website log files etc. which 

follow real-time streams for analysis to increase the business 

value by making the decision to real-time. If we are not 

gaining knowledge from big data, means lost data, knowledge 

as well as money. So it will beneficial for companies to 

mining their big data stores without violating the clients’ 

privacy.  Data mining is a process of extracting knowledge or 

pattern from large amount of data. The process of mining big 

data is now viewed as a threat to the privacy preserving. In 

data mining process, the algorithms require all participant in a 

distributed system to follow a privacy model and make 

assumption on behavior of participating node. But it will not 

possible for big data. In this paper, we developed a novel 

framework for privacy preserving data mining on big data, 

where all participants are divided into some category based on 

some conditions and after that will go for mining. In course of 

the organisation the data handled over the trusted person i.e. 

agent  for example when any organisation want to do 

partnership with another organisation that require sharing of a 

organisation related information such as hospital may give 

patients related information to researchers which will help to 

plan new treatments. Our goal is the detection when owners 

sensitive data has been leaked by trusted person i.e. agent and 

if possible to find out the agent who leaked the confidential 

data. We consider an application where the original sensitive 

data can not be perturbed. Perturbation is the technique in 

which the modification of data is done and made “less 

sensitive” before being handed  to the agent for example, if an 

outsources is doing our payroll, they must have exact salary 

and also having a bank account number. In medical 

researchers, while treating patients they need accurate 

information related to the respective patients [1]. 

Our prime area of research in preserving privacy is 

the SVM. SVM is the support vector machine that analyze 

data used for classification and regression analysis. SVM can 

efficiently perform a non linear classification using some 

kernel tricks, implicity mapping their input into high 

dimensional feature spaces. More formally a SVM constructs 

a hyper plane or set of hyper planes in high or infinite 

dimensional space, which is used for classification and 

analysis [2][3]. Many data mining applications store huge 
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amounts of personal information; therefore, extensive research 

has primarily focused on dealing with potential privacy 

breaches [4]–[3]. One prime area of research in preserving 

privacy is the Sup- port Vector Machine (SVM) [4][5].  

Kernel is a central part of an operating system which 

manages task of computer system and file system. It allows 

multitasking. When any system starts it goes for some 

initialization such as memory checking, assigning and 

unassigning of memory space which allows file to store to the 

database. So the administrator works as a kernel. Kernel is  

microkernel which contains the basic functionalities otherwise 

it is a monolithic kernel which contains drivers. 

2. HOW SECURITY IS IMPORTANT FOR 

DATA MINING SYSTEM 

As IT emerges, the size of databases increases too fast, so it is 

difficult to handle such a huge amount of data. The data 

includes structured, unstructured and semi-structured data. 

Now we are in data rich situation where data plays an 

important role and consider as “Gold”. So security is the 

crucial aspect to these data from unauthorized used. For any 

business, they stroes all the information of their customers and 

their personal details which if reveal it will create problems 

for its’ survival. Privacy of individuals is to be preserved 

within the organization. Data mining or other techniques are 

used on private data but it will be taken care of that these will 

not been effect any individual [10][13]. 

3. RELATED WORK 

3.1 N.I. Hussain, B. Choudhury, S. Rakshit’s scheme [10] in 

business environment, having access to the right information 

means making the right decision critical to surviving. Business 

need to protect their information as it accumulates much faster 

because of data mining system. For any organisation their 

customer and their information are asset, so it have to be 

secure. As the era of big data begin, companies databases also 

increases so it is not possible to take one by one data and 

analyzed it based on some rules made. Therefore we used data 

mining technique on big data to extract knowledge. Data 

mining process work on data and data contain information 

about individuals. 

 

 

3.2 Atulay Mahajan, Sangeeta Sharma’s scheme [11] This 

failure to provide concrete security standards, common 

underlying framework for data migration and global standards 

for cloud interoperability, make the leading technology, the 

cloud computing" still a vulnerable option for aspiring users. 

Malicious activity from within the Cloud provider system is 

tough to observe when there are collusion and collaboration 

between multiple insiders, insiders and outsiders within the 

Cloud environment. Insider threats are a persistent and 

increasing problem. Insiders steadily continue to abuse 

organizational trust in other ways, such as using cloud services 

to carry out attacks. Organizations should know about 

availability of vulnerabilities exposed by the utilization of 

cloud services and services to employees within the 

organization. Malicious insiders’ attacks that exist in the 

Cloud system pose a critical threat to the organizations. The 

malicious insiders can manipulate the privileges access the 

sensitive information remotely. In my opinion, if one is 

considering using the cloud, he/she should be certain to 

identify what information would be put out in the cloud and 

what one needs to make sure it is protected.  Additionally, one 

should know the options in terms of what type of cloud would 

be best for one’s needs, what type of provider would be most 

useful, and what are the reputation and responsibilities of the 

providers that one is considering before signing up 

3.3 Er. Jyoti Arora, Misha Gupta’s scheme[12] The 

emergence of big data and the potential to undertake complex 

analysis of very large data sets is, essentially, a consequence 

of recent advances in the technology that allow this. 

Government agencies will need to manage these new 

requirements efficiently in order to deliver net benefits 

through the adoption of new technologies .Here in this work 

we have tried to safeguard our data from public use by 

identifying the legitimate user and attacker. We have also tried 

to make different sensitivity levels for different users. 

4. PROPOSED WORK 

Researchers focusing on security breaches have long 

considered insider threats as serious concerns that need to be 

curtailed. Thus, the approach through which this limitation 

ought to be implemented varies by institution [6]–[9]. 

Examples of insider threat schemes are mentioned by 

Claycomb and Nicoll [6] are (1) Administrators of a duplicate 

cloud service provider are addressed most extensively. (2) 

Employees organizations who exploit cloud weaknesses for 

unauthorized data access which deals with an organizational 

insider. 

 

Fig. 4.1 Service Model 
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5. MODULES OF DATA LEAKAGE SYSTEM 

5.1. Data allocation Module: This is the main focusing task 

of our proposed work as how can the owner intelligently give 

data to the trusted third party to improve the detection of 

guilty agent. According to the working of kernel, files are send 

to the authenticated user, users can edit their details. Agent 

views the secret key details through mail, which is useful for 

the distributor[1]. 

5.2. Data distributor module: A data distributor has given 

sensitive data to a set of supposedly trusted third party. Some 

of the data is leaked and found in an unauthorised place. The 

distributor must assess the likelihood that the leaked data came 

from one or more agents, as opposed to having been 

independently gathered by other means admin can able to 

view the which file is leaking and fake user’s details also. 

5.3. Fake object module: The distributor creates and adds 

fake object to the data whish is going to distribute to the agent. 

Fake object helps to improve its effictiveness in detecting 

guilty agent. Consider an example in which we give the wrong 

secret key to download he file, the duplicate file is opened, 

and that fake details also send the mail. Ex. The fake object 

details will display[1]. 

5.4. Guilt agent module: For instance, say some of the 

objects in T are emails of individuals. We can conduct an 

experiment and ask a person with approximately the expertise 

and resources of the target to find the email of say 100 

individuals. If this person can find say 90 emails, then we can 

reasonably guess that the probability of finding one email is 

0.9. On the other hand, if the objects in question are bank 

account numbers, the person may only discover say 20, 

leading to an estimate of 0.2. We call this estimate pt, the 

probability that object tcan be guessed by the target. To 

simplify the formulas that we present in the rest of the paper, 

we assume that all T objects have the same pt, which we call 

p. Then it becomes become cumbersome to display. Next, we 

make two assumptions regarding the relationship among the various 

leakage events. The first assumption simply states that an 

agent’s decision to leak an object is not related to other objects 

    

Fig.5.1  Flowchart of data leackage and guilty agent detection 

6. ALGORITHM 

6.1 AES(Advanced Encryption Standard)  

AES is designed by Joan Daemen and Vincent Rifmen. It is 

more popular and widely adopted symmetric encryption 

algorithm likely to be encountered. It is found at least six 

times faster than triple DES. It comes in 128, 192, 256 bits 

with 9, 11 ,13 regular rounds and 10,12,14 final rounds 

respectively. We are using 128 bit symmetric key.AES in 

present day cryptography, it is widely adopted and supported 

in both hardware and software till date, no practical 

cryptanlytic attack against AES has built-in flexibility of key 

length, which allows a degree of future proofing against 

progress in the ability to perform exhaustive key searches. 

However, just as for DES, the AES security is assured only if 

it is correctly implemented and good key management is 

employe. 

 

7. CONCLUSION 

In this paper, we are improving the chances of detecting the 

guilty agent who share the organisational confidential data to 

outside the organisation maliciously or unknowingly. 

However, in many cases, insider is semitrusted or not 100% 

trusted. So we are using the technique in which this loss can 

be prevented  by adding some fake objects with the original 

object when data is supposed to transmit to the agent by the 

distributor in the similar format but with no meaning, and this 

is hidden from the agent. In our project, we use the html 

language which is run on the different platforms, but we run it 

on the one platform which is we created that’s the server but 

in future we may add other programming language such as 

php.  
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