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ABSTRACT 

There are various approaches are adopted by phishers to conduct a well-planned phished attack. The victims or user of this 

phishing attack is mainly through the online banking consumers and the payment service providers. They are facing financial loss 

which eventually results in lack of trust over on the internet based payment and banking services. In order to overcome these fraud 

based loses there is an urgent requirement to find solutions. This research presents a approach to overcome the difficulty which 

comes by this attacks or online fraud and complexity in detecting and predicting e-banking phishing website. We proposed an 

effective model that is based on using the association and classification Data mining algorithms. Hence this results demonstrated 

the possibility of using associative classification techniques in the real applications and its better performance as compared to 

other traditional classifications algorithm. 

 

Keywords— Data-mining, Associative Classification, E-Banking Phishing, Phishing Attack, Naïve Bayesian Classifier. 

 

1. INTRODUCTION 

This Phishing is an act of cyber crime cost by unidentified 

theft, Phishing attacks, malware, and other threats, costs 

organizations millions of dollars every year. This fraud also 

negatively impact user principle of E-business and fraud 

recovery costs. Every month there attackers establishes the 

agenda that web users believe that they are communicating 

with a fidelity entity for the purpose of stealing the bank 

account information, access user credentials, and there unique 

details. This attack know as ―phishing‖ . Phishing is a serious 

problem for user that threatens the security and privacy of user 

online the despite attempts to prevent this attack. 

In E-Banking phished websites different websites are faked by 

malicious hackers who copy or mimic or imitating real website 

to obtain user information. Some of these sites are closely 

remember the actual and fake ones. Without intent victims 

submit their valuable details in phished websites and they can 

easily get into this scam. Victims will expose those important 

details such as user name password, account number and 

credit card number to the owners of phished websites. This 

may impact the financial loss of victims or user. This 

information then used to harm victims account in order to 

empty their bank accounts, run fraudulent phony auctions, 

steal money, and so on. 
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The idea is that the bait is thrown out with the possibility 

hopes that a user will grab it and then bite into it just like the 

fish. The word phishing is the expression ―website phishing‖ 

which is the variation of the word ―fishing‖. When we 

compare to other cybercrimes i.e. like hacking phishing 

website and virus is a new kind of internet crime. Algorithms 

like associative and classification can be very useful in this 

predicting phishing websites. Thus it can provide us the 

queries answers about what are those important e-banking 

phishing websites characteristics and the indicators. And how 

those indicators and characteristics relate to each other.  

 

2. Modules 

There are following four modules as given below. 

 Domain Collection and Rule Generation 

 Parsing URL 

 Preprocessing  

 Train Data Set 

 

2.1.  Domain Collection and Rule Generation 

Here in this first module first collect the source URL domains 

and then classify them into spam and non spam. This set is 

considered as phish tank.  Publicly some website provides the 

phishing and non phishing data set like www.phishtank.com . 

Which publicly gives data set and also gives some screenshot 

of those fake and genuine website. This data set then store into 

the phish tank stack. On this we will also apply some set of 

rules. Which will apply only if the phishing website is not 

present into the phish tank. So those rules will help to detect 

the spam and non spam website and then save that data to 

particular folder. 

 

2.2. Parsing URL 

Here in this module the rules which is generated will apply to 

process the URL which is been inputted first. This Parsing 

URL will preprocess that website content and apply rules on 

that so that it will get classified into spam and non spam data 

set. Which will then save the website data. 

 

2.3. Preprocessing 

This Preprocessing module include the data set preprocessing 

and website contents preprocessing. Those website which is 

not present in data set will get preprocess. Here the parsing 

URL data i.e. text and URL will be compared by the data set 

i.e. spam and non spam And at the run time data check URL is 

phishing site or not. The text i.e. raw data is added to data 

dictionary. 

 

2.4. Train Data  Set 

Train data set is nothing but the raw data which is gathered 

while preprocessing and parsing URL. This will classified by 

using Naïve Bayes classifier of associative classification. 

 

3. Methodology. 

Comparing the different data mining classification and 

association methods is also a goal of this investigation. So 

various methodology is applied to achieve that. 

 

3.1.  Data Mining Techniques 

This approach described here is to apply the data mining 

algorithms to the evaluation of e-banking phishing website 

risk percentage by those 27 characteristic and factors. We 

utilize data mining classification and association rule 

approaches in our new e-banking phishing website archive 

data set. The data mining is the process of analyzing those data 

from different way and summarizing it into useful information. 

The information can be used to increase the cuts, costs, 

revenue or both. Data mining software is one of the number of 

optimization tool for analyzing data. 

 

3.2. Website Phishing Training Data Sets 

There are some publicly available datasets which were used to 

test out implementation i.e. the ―phishtank‖. From the 

www.phishtank.com which is considered one of the best 

phishing report amass.  

 

3.3.  Naïve Bayesian Classifier 

After preprocessing and feature selection phase of processing 

the numbers of the elements which will get reduced and are 

more precise for the use in building the classification model. 

For this classification phase the Naïve Bayes is used as the 

classifier. Just because of its good performance and simplicity 

when implementing it in the document and text classification. 

The classifier will classified more numbers of the wrong text 

set words is less accurate as compare to the classifier which 

http://www.phishtank.com/
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can classified fewer numbers of wrong word text. Hence the 

Naïve Bayesian Classifier is enlarged accurate and perfect. 

 

4. System Architecture 

The following Fig – 1 shows the system architecture. Which 

first start with inputting the text or URL. This text and URL 

will get classified into two data set i.e. data set by word count 

algorithm.  Then it will Check the URL is in data set(spam non 

spam folder) or not and the data i.e. raw text will get 

preprocess and extract the keywords from that text. It will then 

pass the extracted keyword into the train dataset. The model is 

build based on ―Naïve Bayes‖ classifier. Naïve Bayes 

classifier to classify the documents. However, it efficiently 

finds that the results of that preprocessed dataset (96.2%) [5] 

are worse than those which have not yet preprocessed (97.9%). 

 

Fig-1: Title of the figure. 

 

5. Naïve Bayesian Classifier  

As at the classification phase, the different classifier are assign 

to generate the model. This study only focused on using Naïve 

Bayes to classify the documents. Which give the characteristic 

of Naïve Bayes, each training documents are trained by the 

Naïve bayes classifier through the calculation and rules for 

each existing. Finally the model set is computed by the testing 

data.  To interpret the Naïve Bayes is best to use as the 

classifier, its testing result will be compared with other 

classifiers’ results as well. 

 

6. CONCLUSIONS 

There is a significant relation between the two phishing 

website criteria’s i.e. URL and Domain Identity as well as 

Security and Encryption for verifying e-banking phishing 

website. The associative classification combined with the 

analysis of previously defined spam website features can 

prove to be an best way for creating intelligent model for 

the detection of phished websites. So, Hence detection of 

phished websites will be more accurate so that users will 

be not get victim of those phishing attacks and their 

valuable confidential information will not get submitted to 

those phished websites. 
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