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ABSTRACT 

Cloud computing is an emergent technology which is very much prevalent amongst the social media sites and businesses to store 

their useful data. However, in a cloud-wide storage network system, the servers are prone to harmful threat and also experience 

physical and logical defects. But, the exclusive personal information could be under great risk in such an untrustful environment. 

The existing system is vulnerable to data tampering, data duplication and load balancing. To tackle these vulnerabilities, in  this 

paper we propose a data self-destruction system which strengthens the security and ensures data integrity over the untrustful cloud 

storage networks. The system uses Advanced Encryption Standard (AES) to encrypt the user data and stores it in the cloud. Secure 

Hash Code (SHA) algorithm is used to avoid data duplication. Self-destruction is achieved by data shuffling and deletion of the 

file after a certain interval of time. 
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1. INTRODUCTION 

Cloud computing is a kind of Internet-based computing that 

provides shared processing resources and data to computers 

and other devices on demand. Cloud Computing and its 

storage provisions offer users and enterprises with various 

capabilities, such as, to store and process data in some third-

party data centers. Due to easy access and availability, cloud 

services are becoming very important in people's life. People 

exploit the services of cloud by storing their data through the 

internet. People completely rely on the service provider for 

security of their data stored in the cloud. But, unfortunately 

their expectations regarding the security of their data is not 

fulfilled. 

In this paper we present a solution to implement a partial self-

destructing data system. 

 

Advanced Encryption Standard (AES) is used to store the user 

details and the user data in encrypted format in the cloud. 

When the user wants to download the file from the cloud, the 

file will be first decrypted and then made available to the user. 

AES is a symmetric encryption algorithm which allows three 

different key lengths: 128 bits, 192 bits, or 256 bits. Each one 

of these three keys has a different number of 

encryption/decryption processing rounds. Each round, out of 

the specified number of processing rounds, includes a single-

byte based substitution step, a row- wise permutation step, a 
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column-wise mixing step, and the addition of the round key. 

Although the steps carried out for the encryption as well as the 

decryption process are the same, the sequence in which these 

steps will be performed is different. 

  

Secure Hash Algorithm (SHA) is used to avoid data 

duplication. A hash code of the file will be generated using a 

hash function, based on the contents of the file. The Secure 

Hash Algorithm is a family of cryptographic hash functions. 

SHA-1 is a 160-bit hash function which we are using in our 

project. The Secure Hash Algorithm takes a message of less 

than 264 bits in length and produces a 160-bit message digest 

which is designed so that it should be computationally 

expensive to find a text which matches a given hash i.e., if you 

have a hash for document A, H(A), it is difficult to find a 

document B which has the same hash. 

 

The main objective of the paper, self-destruction of data, is 

achieved using shuffling technique and then deletion of the 

data after certain number of shuffling rounds. 

 

These above mentioned techniques are used in our project. 

The paper proceeds in various sections: Section 2 describes 

about the existing technologies to deal with various challenges 

and also proposes the problem statement, Section 3 describes 

the proposed model to overcome the challenges stated in the 

problem statement, and the rest of the sections help complete 

this paper. 

 

2. LITERATURE SURVEY 

Cloud computing is an emerging technology which is 

preferred by most of the professionals, businesses and other 

people to store their data. A large amount of data can be stored 

in the cloud and can be accessed from anywhere using 

internet. So, it is very important for the cloud storage networks 

to provide security to the data stored in their clouds. Here we 

discuss some of the existing techniques that enhance security.  

 

Tang et al.[1] and Gayatri et al.[2] proposed FADE which 

provides policy access control and assured deletion. FADE, a 

cloud storage system, is a practical, executable and readily 

deployable system that mainly focuses on safe-guarding 

deleted data with assured data file deletion. It is constructed 

upon standard cryptographic techniques and is focused 

towards the aim that it behaves as a cover which works 

flawlessly over today's cloud storage services. It first encrypts 

data file wherein each file is associated with single atomic file 

access policy. This file policy is used to perform various 

actions on the file like deletion, download etc. 

 

Vanish [3] is a privacy protecting and sharing system which 

proposes a new idea to enforce security by automatically self 

destructing data after a certain period of time. This system 

integrates cryptographic techniques with global scale, P2P, 

distributed hash tables. Vanish uses any random data key, K, 

and encrypts a data object D with K to obtain a cipher text C. 

Vanish uses some threshold secret sharing to split data key k 

into N pieces. Although Vanish is successful in achieving data 

security up to a certain extent in an elegant way, it is not 

strongly secure due to some special P2P oriented attacks. To 

handle this issue, Zeng et al.[4] introduces SafeVanish and 

SeDas respectively. SafeVanish prevents hopping attacks 

while SeDas extends the idea of Vanish by exploiting the 

potential of active storage networks. 

 

Feng et al.[5] introduced CloudSky which utilizes a key 

control method based on attribute-based encryption(ABE) and 

draws out benefits of active storage networks to allow the user 

to gain control of the subjective life cycle and the access 

control policies of the personal and confidential data. The 

main objective of CloudSky is to ensure the destruction of data 

after time out even though adversaries exists which may 

attempt to access the data after timeout. 

 

Bothra et al.[6] and Gadhve et al.[7] in their respective papers 

proposed a data self-destructing system which enhances 

security by introducing the concept of timeout. The timeout is 

specified by the user, after whose expiration the data gets 

deleted. 

 

Bindia et al.[8] proposed in her paper a shuffling technique 

which makes use of multiple servers for storing data and 

initiates a new protection technique named as shadow copy. In 

this technique, two servers are used to store the data and the 

view of each server is maintained in such a way that it shows 

only a single server that having all the information. This 
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system along with reduced cost preserves the security of the 

data. 

 

The above mentioned techniques are some of the prominent 

ways to achieve security in cloud storage networks.  

 

 

3. PROPOSED PLAN OF WORK 

 

Our proposed plan describes working of different modules: 

 

3.1 Login System: 

 

3.1.1. User 

The user registers himself using basic credentials like Name, 

User Name, Address, Contact and Password. If the user has 

successfully registered before, then he needs to validate 

himself only by filling details such as Username and Password 

entered during registration. Once the user registers himself, his 

account status is pending until the admin approves/disapproves 

his account. If the admin approves the user account, the user 

receives details such as Username, Password and a Secret pin 

to download or delete files. Also, the user can see his account, 

i.e., the file log of uploaded and downloaded files. Also, he 

gets the option of further uploading and downloading of files. 

If the admin disapproves the request, the user is intimated by a 

disapproval mail.  

 

3.1.2. Admin 

The same procedure is applied for Admin as well. After 

successful registration of Admin, he needs to log in using his 

Username and Password. Only then can he avail the admin 

facilities. The admin can exploit facilities such as 

Approval/Disapproval of user account, delete user account and 

set the time interval for automatic shuffling/relocation of user 

data between directories.  

 

3.2 File uploading:  

To upload a file on the cloud, the user needs to browse that file 

on the local system. Firstly, the file is encrypted using 

Advanced Encryption Standard (AES) Algorithm. In AES 

algorithm, same key is used for encryption and decryption.  

 

Secret Hash Algorithm (SHA-1) is used to generate unique 

hash code based on the contents of the file. If the same hash 

code exists in the database then the pointer points to the 

existing file and there is no need to upload the same file again 

thus saving the storage space on the cloud. If unique hash code 

is generated, then the file is uploaded as a new entry. This 

avoids data duplication. 

 

3.3 File Downloading:  

When the user needs to download some file from the cloud, he 

needs to provide the Secret Pin, specified at the time of 

account approval. If the secret pin is matched, only then can 

the user download the requested file. The file is decrypted 

before downloading using the same key that had been used for 

encryption. 

 

3.4 Self-Destruction: 

The self destruction module comprises of three major parts: 

data partitioning, data shuffling and data self destruction. 

 

3.4.1 Data Partitioning 

The partitioning technique is used to divide the bigger file into 

smaller chunks for quick storage on the cloud. This also 

balances the load on the cloud directories. The division is done 

when the file size exceeds the specified size (here, it is 25 

MB). Data partitioning scheme increases the efficiency of the 

cloud data storage. 

 

3.4.2 Data Shuffling 

There are four directories in total. Out of which, three are used 

for data shuffling and one of them serves as the backup 

directory. The data is shuffled between these directories after a 

particular time interval that had been set by the admin. 

Confidentiality is maintained while shuffling the data. A 

thread is used to shuffle the data between directories. A thread 

takes as input, the current file location, passes it to a method 

named changeDirectory() which assigns a new location to the 

file. 

 

3.4.3 Data Self-Destruction  

When the user uploads the file it get stored in a particular 

directory, from where it gets shuffled after a certain time 

interval as set by the admin and eventually gets deleted. The 
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self-destruction process occurs in this way: the data in 

directory 1 gets deleted after a certain time period and is stored 

in directory 2. The same process continues and data is deleted 

from directory 2 and 3 as well. At the end, data is only 

available in the backup directory and the user can download 

the data from there. Hence, it is difficult to track and tamper 

the data. Also, the permanent storage objective is achieved. 

 

 

Figure. 1. Proposed Architecture 

 

4. CONCLUSIONS 

Data Security is one of the major concerns of cloud storage 

networks various techniques have been devised to achieve this 

challenge. In this paper, we propose a system in which self-

destruction is achieved using data partitioning and data 

shuffling. Additionally, the permanent storage objective is also 

achieved. Also, the data is stored in encrypted format and is 

decrypted while downloading a file. Another important aspect 

of the proposed system is avoiding data duplication which is 

done using SHA-1 algorithm.    
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