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ABSTRACT 

Many techniques are using for the elimination of duplicate copies of repeating data, from that techniques, one of the important 

data compression technique is data duplication. Many advantages with this data duplication, mainly it will reduce the amount of 

storage space and save the bandwidth when using in cloud storage. To protect confidentiality of the sensitive data while 

supporting de-duplication data is encrypted by the proposed convergent encryption technique before out sourcing. Problems 

authorized data duplication formally addressed by the first attempt of this paper for better protection of data security. This is 

different from the traditional duplication systems. The differential privileges of users are further considered in duplicate check 

besides the data itself. In hybrid cloud architecture authorized duplicate check supported by several new duplication constructions. 

Based on the definitions specified in the proposed security model, our scheme is secure. 
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1. INTRODUCTION 

Cloud computing enables new business models and cost 

effective resource usage. Instead of maintaining their own data 

center, companies can concentrate on their core business and 

purchase resources when it will needed. Especially when 

combining publicly accessible clouds with a privately 

maintained virtual infrastructure in a hybrid cloud, the hybrid 

cloud technology can open up new opportunities for 

businesses. Today’s cloud service providers offer both highly 

available storage and massively parallel computing resources 

at relatively low costs. As cloud computing becomes 

prevalent, an increasing amount of data is being stored in the 

cloud and shared by users with specified privileges, which 

define the access rights of the stored data. One critical 

challenge of cloud storage services is the management of the 

ever-increasing volume of data. Data deduplication is a 

specialized data compression technique for eliminating 

duplicate copies of repeating data in storage.  

Data deduplication is one of important data compression 

techniques for eliminating duplicate copies of repeating data, 

and has been widely used in cloud storage to reduce the 

amount of storage space and save bandwidth. To protect the 

confidentiality of sensitive data while supporting 

deduplication, the convergent encryption technique has been 

proposed to encrypt the data before outsourcing. To better 

protect data security, this paper makes the first attempt to 

formally address the problem of authorized data deduplication. 

Different from traditional deduplication systems, the 

differential privileges of users are further considered in 

duplicate check besides the data itself. We also present several 

new deduplication constructions supporting authorized 

duplicate check in hybrid cloud architecture. Security analysis 

demonstrates that our scheme is secure in terms of the 

definitions specified in the proposed security  

model. In this paper have to describe the data deduplication 

and also present the need of data deduplication 
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2. LITERATURE REVIEW 

 “A secure cloud backup system with assured deletion and 

version control. A. Rahumed”, H. C. H. Chen, Y. Tang, P. P. 

C. Lee, and J. C. S.Lui [1], has presented Cloud storage an 

emerging service model that enables individuals and 

enterprises to outsource the storage of data backups to remote 

cloud providers at a low cost. Hence results shows that Fade 

Version only adds minimal performance overhead over a 

traditional cloud backup service that does not support assured 

deletion.  

“A reverse deduplication storage system optimized for reads to 

latest backups”, C. Ng and P. Lee. Revdedup [2] had present 

RevDedup, a de-duplication system designed for VM disk 

image backup in virtualization environments. RevDedup has 

several design goals: high storage efficiency, low memory 

usage, high backup performance, and high restore performance 

for latest backups. They extensively evaluate our RevDedup 

prototype using different workloads and validate our design 

goals.  

“Role-based access controls”, D. Ferraiolo and R. Kuhn [3], 

has described the Mandatory Access Controls (MAC) are 

appropriate for multilevel secure military applications, 

Discretionary Access Controls (DAC) are often perceived as 

meeting the security processing needs of industry and civilian 

government. 

“Secure deduplication with efficient and reliable convergent 

key management”, J. Li, X. Chen, M. Li, J. Li, P. Lee, andW. 

Lou [4], had proposed Dekey, an efficient and reliable 

convergent key management scheme for secure de-duplication. 

They implement Dekey using the Ramp secret sharing scheme 

and demonstrate that it incurs small encoding/decoding 

overhead compared to the network transmission overhead in 

the regular upload/download operations.  

“Reclaiming space from duplicate files in a server less 

distributed file system”, J. R. Douceur, A. Adya, W. J. 

Bolosky, D. Simon, and M. Theimer. [5], has presented the 

Farsite distributed file system provides availability by 

replicating each file onto multiple desktop computers. 

Measurement of over 500 desktop file systems shows that 

nearly half of all consumed space is occupied by duplicate 

files. The mechanism includes 1) convergent encryption, 

which enables duplicate files to coalesce into the space of a 

single file, even if the files are encrypted with different users’ 

keys, and 2) SALAD, a Self Arranging, Lossy, Associative 

Database for aggregating file content and location information 

in a decentralized, scalable, fault tolerant manner.  

“A secure data deduplication scheme for cloud storage”, J. 

Stanek, A. Sorniotti, E. Androulaki, and L. Kencl [6], has 

provided the private users outsource their data to cloud storage 

providers, recent data breach incidents make end-toend 

encryption an increasingly prominent requirement data 

deduplication can be effective for popular data, whilst 

semantically secure encryption protects unpopular content.  

“Weak leakage-resilient client side deduplication of encrypted 

data in cloud storage”, J. Xu, E.-C. Chang, and J. Zhou [7],has 

described the secure client-side deduplication scheme, with the 

following advantages: our scheme protects data confidentiality 

(and some partial information) against both outside adversaries 

and honest-but-curious cloud storage server, while Halevi et 

al. trusts cloud storage server in data confidentiality. 

 

3. DATA DEDUPLICATION  

Data deduplication is one of the methods of reducing storage 

needs by eliminating redundant data. Only one unique instance 

of the data is actually retained on storage media, such as disk 

or tape. Redundant data is replaced with a pointer to the 

unique data copy. In the process of deduplication, extra copies 

of the same data are deleted, leaving only one copy to be 

stored. Data is analyzed to identify duplicate byte patterns to 

ensure the single instance is indeed the single file. Then, 

duplicates are replaced with a reference that points to the 

stored chunk. 

4. NEED OF DATA DEDUPLICATION  

Cost: Add up the cost of what your system will need in order 

to enable dedupe. More RAM, CPU power and possibly faster 

disk could spike the cost and make it not worth the expense.  

Tape: If you are migrating all of your data to tape on a daily 

basis, then the need for deduplication is moot. Deduplication is 

only viable on disk thus there is no need to dedupe.  

Data footprint: If you have a small data footprint, less than 

10TBs, the need for deduplication can be balanced against the 

cost. With disk costs decreasing, a single drawer in your 

storage array may be able to handle the load without 

deduplication. 

5. CONCLUSION  



 
INTERNATIONAL JOURNAL FOR RESEARCH IN EMERGING SCIENCE AND TECHNOLOGY, SPECIAL-ISSUE-1-JAN-2017                                                             E-ISSN: 2349-7610 

SPECIAL-ISSUE-1-JAN-2017                                                COPYRIGHT © 2017 IJREST, ALL RIGHT RESERVED                                                                                      239 

From above literature survey it’s observed that Data 

deduplication systems, the private cloud is involved as a proxy 

to allow data owner/users to securely perform duplicate check 

with differential privileges. Such architecture is practical and 

has attracted much attention from researchers. The data 

owners only outsource their data storage by utilizing public 

cloud while the data operation is managed in private cloud. 

Traditional encryption, while providing data confidentiality, is 

incompatible with data deduplication. Identical data copies of 

different users will lead to different cipher texts, making 

deduplication impossible. 
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