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ABSTRACT 

In many areas, Data Mining has wide applications such as banking, medicine, scientific research and among government agencies. 

In data mining applications, Classification is one of the most commonly used task. For the past decade, due to the rise of various 

privacy issues, many theoretical and practical solutions to the classification problem have been proposed under different security 

models. However, with the recent popularity of cloud computing, users now have the opportunity to outsource their data, in 

encrypted form, as well as the data mining tasks to the cloud. Since the data on the cloud is in encrypted form, existing privacy 

preserving classification techniques are not applicable. In this paper, we focus on solving the classification problem over 

encrypted data. In particular, we propose a secure k-NN classifier over encrypted data in the cloud. The proposed k-NN protocol 

protects the confidentiality of information, user’s input query, and data access patterns. To the best of our knowledge, our work is 

the first to develop a secure k-NN classifier over encrypted data under the standard semi-honest model. Also, we empirically 

analyze the efficiency of our solution through various experiments. 

Index Term— data mining, cloud, k-NN, classifier, encryption 

 

1. INTRODUCTION 

Data mining an interdisciplinary subfield of computer science 

is the computational process of discovering patterns in  large 

data sets i.e. big data involving methods at the intersection of 

artificial intelligence, machine learning, statistics, and 

database systems. The overall goal of the data mining process 

is to extract data from a dataset and transform it into an 

understandable structure for further use. Aside from the raw 

analysis step, it involves database and data management 

aspects, data pre-processing, model and inference 

considerations, interestingness metrics, complexity 

considerations, post-processing of discovered structures, 

visualization, and online updating. The term is a misnomer, 

because the goal is the extraction of patterns and knowledge 

from large amount of data, not the extraction of data itself. It 

also is a buzzword and is frequently applied to any form of 

large-scale data or information processing (collection, 

extraction, warehousing, analysis, and statistics) as well as any 

application of computer decision support system, including 

artificial intelligence, machine learning, and business 

intelligence. In this paper, have to study the privacy preserved 

data in cloud computing and also presenting the comparative 

analysis of different application area for preserved the privacy 

of data. 

 

2. LITERATURE SURVEY 

Peter Williams et.al. [1] introduce a new practical mechanism 

for remote data storage with efficient access pattern privacy 

and correctness. A storage client can deploy this mechanism to 
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issue encrypted reads, writes, and inserts to a potentially 

curious and malicious storage service provider, without 

revealing information or access patterns. The provider is 

unable to establish any correlation between successive 

accesses, or even to distinguish between a read and a write. 

Moreover, the client is provided with strong correctness 

assurances for its operations – illicit provider behavior does 

not go undetected. We built a first practical system – orders of 

magnitude faster than existing implementations – that can 

execute over several queries per second on 1Tbyte+ databases 

with full computational privacy and correctness. 

Craig Gentry [2] proposed the fully homomorphic encryption 

scheme – i.e., a scheme that allows one to evaluate circuits 

over encrypted data without being able to decrypt. Our 

solution comes in three steps. First, we provide a general result 

– that, to construct an encryption scheme that permits 

evaluation of arbitrary circuits, it suffices to construct an 

encryption scheme that can evaluate (slightly augmented 

versions of) its own decryption circuit; we call a scheme that 

can evaluate its (augmented) decryption circuit boots 

trappable. Next, we describe a public key encryption scheme 

using ideal lattices that is almost boots trappable. Lattice- 

based cryptosystems typically have decryption algorithms with 

low circuit complexity, often dominated by an inner product 

computation that is in NC1. Also, ideal lattices provide both 

additive and multiplicative homomorphisms (modulo a public-

key ideal in a polynomial ring that is represented as a lattice), 

as needed to evaluate general circuits. 

Craig Gentry et. al. [3] Encryption schemes that support 

operations on encrypted data (aka homomorphic encryption) 

have a very wide range of applications in cryptography. This 

concept was introduced by Rive stet al. shortly after the 

discovery of public key cryptography, and many known 

public-key cryptosystems support either addition or 

multiplication of encrypted data. However, supporting both at 

the same time seems harder, and until very recently all the 

attempts at constructing so-called ―fully homomorphic‖ 

encryption turned out to be insecure. In 2009, Gentry 

described the first plausible construction of a fully 

homomorphic cryptosystem. Gentry’s construction consists of 

several steps: He first constructed a ―somewhat homomorphic‖ 

scheme that supports evaluating low-degree  polynomials on 

the encrypted data, next he needed to ―squash the decryption 

procedure so that it can be expressed as a low-degree 

polynomial which is supported by the scheme, and finally he 

applied a ―bootstrapping ‖ transformation to obtain a fully 

homomorphic scheme. The crucial point in this process is to 

obtain a scheme that can evaluate polynomials of high-enough 

degree, and at the same time has decryption procedure that can 

be expressed as a polynomial of low- enough degree. Dan 

Bogdanov et. al. [4] Gathering and processing sensitive data is 

a difficult task. In fact, there is no common recipe for building 

the necessary information systems. In this paper, we present a 

provably secure and efficient general - purpose computation 

system to address this problem. Our solution—S 

HAREMIND—is a virtual machine for  privacy - preserving 

data processing that relies on share computing techniques. 

This is a standard way for securely evaluating functions in a 

multi-party computation environment. The novelty of our 

solution is in the choice of the secret sharing scheme and the 

design of the protocol suite. We have made many practical 

decisions to make large-scale share computing  feasible in 

practice.    

3.  Research Methodology 

3.1  hybrid KNN  

 

Conventional k-nearest neighbor (KNN) classification 

approaches have several limitations when dealing with some 

problems caused by the special datasets, such as the sparse 

problem, the imbalance problem, and the noise problem. In 

this paper, we first perform a brief survey on the recent 

progress of the KNN classification approaches. Then, the 

hybridbKNN (HBKNN) classification approach, which takes 

into account the local and global information of the query 

sample, is designed to address the problems raised from the 

special datasets. In the following, the random subspace 

ensemble framework based on HBKNN (RS-HBKNN) 

classifier is proposed to perform classification on the datasets 

with noisy attributes in the high-dimensional space. Finally, 

the nonparametric tests are proposed to be adopted to compare 

the proposed method with other classification approaches over 

multiple datasets. The experiments on the real-world datasets 

from the Knowledge Extraction based on Evolutionary 

Learning dataset repository demonstrate that RS-HBKNN 
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works well on real datasets, and outperforms most of the state-

of- the-art classification approaches. 

  

3.1.1.Homomorphic Encryption  

An index of keywords is constructed using document  parser 

interface where the unnecessary  words are ignored and only 

the keywords of the docu ment is listed in the vector word 

index. This  index in encrypted using homomorphic encryption 

and uploaded to the cloud.  To eliminate the burden on the 

user side computing  work should be performed at the server 

side, hence we need an encryption scheme which guarantee 

the operability and security at the same  time on server side. 

Homomorphic encryption allows  specific types of 

computations to be performed on the corresponding ciphertext. 

The result is the ciphertext, the result of the same operations 

performed on the plaintext. That is, homomorphic encryption 

performs computation of  ciphertext without knowing anything 

about the plain text to get the correct encrypted output.[16,17] 

The  original fully homomorphic encryption scheme, is to o 

complicated and inefficient for practical  utilization as it 

employs ideal lattices over a polynomial ring. To compute the 

relevance scores  from the encrypted searchable index for the 

top-n retrieval using vector space model we need  only 

addition and multiplication operations over in tegers, hence the 

original homomorphism in a full form is reduced to a 

simplified form that only supports integer operations, which is 

more  efficient than the full form. Let p and c denote the 

plaintext and ciphertext of  the integer, respectively. Our 

encryption scheme  can be expressed as the following 

formulation: c=sn+2r+p where s denotes the secret key, n 

denotes the multiple parameter, and r denotes the n oise to 

achieve proximity against brute-force  attacks. M is the 

plaintext .The public key is sn +r.  On the basis of 

homomorphism property, the encrypti on scheme can be 

described as four stages:  KeyGen, Encrypt, Evaluate, and 

Decrypt.  

•KeyGen (K). The secret key p is an odd n-bit 

numberrandomly selected. The set of public keys PK 

=(k0,k1,k2...kr) is the subset of sn+r .where r is a small even 

number  noise factor, n is the multiple of s say n.s Note that 

the secret key is used for encryption  and the public keys are 

used for decryption.  

•Encrypt (PK, p). ciphertext c = n· s+2· r+p.  

Evaluate (c1; c2; . . . ; ct). Integer x is returne d by applying 

the binary addition and  multiplication gates to ciphertext ci.  • 

Decrypt (s,x ). c (mod s) = 2· r+ 

   Homomorphic Encryption  

An index of keywords is constructed using document  parser 

interface where the unnecessary  words are ignored and only 

the keywords of the docu ment is listed in the vector word 

index. This  index in encrypted using homomorphic encryption 

and uploaded to the cloud.  To eliminate the burden on the 

user side computing  work should be performed at the server 

side, hence we need an encryption scheme which guarantee 

the operability and security at the same  time on server side. 

Homomorphic encryption allows  specific types of 

computations to be performed on the corresponding ciphertext. 

The result is the ciphertext, the result of the same operations 

performed on the plaintext. That is, homomorphic encryption 

performs computation of  ciphertext without knowing anything 

about the plain text to get the correct encrypted output. The  

original fully homomorphic encryption scheme, is to o 

complicated and inefficient for practical utilization as it 

employs ideal lattices over a polynomial ring.[21] To compute 

the relevance scores  from the encrypted searchable index for 

the top-n retrieval using vector space model we need  only 

addition and multiplication operations over integers, hence the 

original homomorphism in a full form is reduced to a 

simplified form that only supports integer operations, which is 

more  efficient than the full form. Let p and c denote the 

plaintext and ciphertext of  the integer, respectively. 

4.    CONCLUSION 

In data mining, privacy preservation has an big issue of an 

absolute prerequisite for exchanging confidential data interms 

of data analysis, validation and publishing. Ever escalating 

internet phishing posed severe threat on widespread 

propagation of sensitive information over the web. 

Conversely, the dubious feelings and contentions mediated 

unwillingness of various information providers towards the 

reliability protection of data from disclosure often results utter 

rejection in data sharing or incorrect information sharing. In 

this paper, have to study the privacy preserved data in cloud 

computing and also presenting the comparative analysis of 

different application area for preserved the data privacy. 
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The protocols of SHAREMIND are information- theoretically 

secure in the honest-but -curious model with three computing 

participants. Although the honest-but- curious model does not 

tolerate malicious participants, it still provides significantly 

increased privacy preservation when compared to standard 

centralized databases. 
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