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ABSTRACT 

Amidst the rapid increase in population and urbanization, the use of automobiles is increasing rapidly. Though there are improved 

safety and security features with advancement in technology, there are no vehicle regulatory systems that provide automation in 

vehicle monitoring and act violations. The main objective of the work is to have a centralized server based monitoring of vehicles 

with an advanced security system realized in levels of verification for Vehicles. In addition to this, the centralized server 

maintains data bases i.e. one for the vehicle. A unique id is allotted for the vehicle as RFID tag can be used to identify the object. 

The unique identifiers linked to the respective vehicles data bases, the penalty/toll fare when the vehicle passes by toll gates/check 

posts, Traffic signals, roads. This provides a way for reducing any possibility of corruption in motor vehicles section as the 

penalty will be charged  straightforwardly from the person's details and automated will be sent to the owner containing charge and 

penalty as text message by an automated system. 

 

Index Term— automobiles, security, RFID, penalty, corruption. 

 

1. INTRODUCTION 

Embedded system is now an emerging technology in various 

fields, which is well known for its compact size, processing 

speed etc. It also plays a leading role in security and process 

management. Smart RFID Tag is a plastic card with a chip 

containing some antenna is widely used in many countries. 
The details about the license holder like his/her name, 

address, computer generated license number, date of issue, 

biometric fingerprint and Digital signature will be recorded in 

the computerized database via RFID unique ID by 

registration of vehicle in main vehicle departments computer 

sever system. Radio Frequency Identification (RFID) is a 

common term used to depict a system utilizing radio waves 

by which the object or person is identified by means of a 

unique serial number. The work deals with the federalization 

of vehicle act automation which has a centralized database 

helps in maintaining the data’s of vehicles and drivers. The 
RFID based system helps in tracking the vehicles and 

collecting the penalties/toll charges directly from their bank 

accounts.  

 Linkage between officers handheld device and central 

database server is connected via Zigbee wireless device. 

Zigbee are the most effective and are widely used wireless  

communication techniques. The zigbee module helps to 

notify the persons about the debited charge amount and the  

reason for the deduction. Zigbee is used for communication 

between the vehicle unit and the main server. This security 
system is simple and cost effective when compared to the use 

of gadgets which are of high cost. 
 

2. LITERATURE REVIEW 

 
Vehicle identification is a research area where image processing 

methods are used to identify vehicles by detecting and identifying 

the license plate numbers. Typical vehicle identification systems 
consist of three main stages. They are the identification and 

tracking of vehicles through motion, locating the license plate and 

accurately identifying the numbers in the license plate. Although 

many intensive research studies have been conducted in other 

countries in the area of automatic vehicle identification, to our 

knowledge, there is virtually no research studies conducted in Sri 

Lanka in this area. However, vehicle identification is an essential 

area in the development of intelligent traffic systems and 

surveillance. Given the current security situation in the country due 

to ethnic conflicts, this is one of the areas where there is an urgent 

need for the development of devices that could be used in variety 

of situations to ease the security concerns. In addition, the use of 
vehicles in Sri Lanka has increased rapidly, especially in recent 

years, due to urbanization and modernization, and thus, traffic  

congestion in cities has become a major issue. Therefore, control of 

vehicles and identification of traffic violators to maintain 
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discipline, is becoming a necessary task in many cities. Automatic 

vehicle identification systems can be used effectively for tis 

purpose. 
 

3. PROPOSED METHODOLOGY 

 
An embedded system is a computer that has been built to 

solve only a few very specific problems and is not easily 

changed. In contrast, a general-purpose computer can do many 

different jobs, and can be changed at any time with new 

programs for new jobs. An embedded system usually does not 

look like a computer, often there is no keyboard or monitor or 

mouse. But like any computer it has a processor and software, 

input and output. The word embedded means it is built into the 

system. It is a permanent part in a bigger system.  
 For example, a controller is embedded in an elevator 

and tells the motor to move the elevator to different floors 

based on buttons that are pushed. A decoder is embedded in a 

satellite television set-top box to read a signal from the dish 

and send something that a TV understands. Often this type of 

system must do its work in a specific amount of time. This is 

called real-time computing. If a set-top box got interrupted to 

do another task, you would see a bad picture on the TV, for 

example. A general purpose computer will often have short 

pauses while it does something else, it is not real-time. 
 

 
 

 

 

 

 

               Fig 1: Handheld unit for officer. 

     In this paper we overviewed the problem of Vehicle 

Authentication system with various types of Vehicles. We 

proposed a Centralized Vehicle database server system, which 

provides result with significant accuracy, which is very simple 

to implement. The system will been tested on Visual basic 

software environment with satisfactory results in outer 

countries. Most of the time the input RFID value taken from 
Officer side Handheld device which have very good range, 

low battery consumption, fast and accurate transmission and 

reception. Given a better device the result should increase in 

accuracy significantly. This project is designed as a system to 

give complete solution for transport related problems such as 

Traffic violation, Vehicle authentication and identification. 

 This project can also extended with small changes for 

Toll gate control, traffic signal control, traffic rules violation 

control, parking management, vehicle theft and special zone 

alert using the latest RFID technology. It is proposed as a low 

cost optimized solution using RFID and Zigbee wireless.

 This is in line with the developed countries like USA, 
England, German and Japan, where RFID, Zigbee RF  

technologies are widely used for traffic management. But in 

India we have not implemented any automated system for 

transport management due to prohibitive cost. Keeping this in 

mind I have proposed this system at low cost. 

A centralized database management system on the 

other hand has many advantages in taking the technology to 

the next level. The work deals with the federalization of 

vehicle act automation which has a centralized database helps 

in maintaining the data’s of vehicles and drivers. The RFID 

based system helps in tracking the vehicles and collecting the 

penalties charges directly from their bank accounts.  

 

4. CONCLUSIONS 

The proposed  work gives a unique way to protect vehicles 

along with an automatic toll collection that helps to regulate 

the process in an easy way. In an outlook, automated vehicle 

tracking and monitoring may be done with a  system for 

tracing the vehicle speed and giving automated warning when 

a vehicle reaches the speed limit and deducing the penalty 

directly if the object ignores the warning. Identifying the 

stolen car using  and controlling the car from remote using 

server can also be added. In addition to registering a bank 

account, a prepaid card can be allotted to each vehicle and 

object for those who don’t wish to register their bank accounts, 

so that the amount will be deducted from the card which 

should be recharged when there is not enough balance in the 

card. Displaying the sign boards on the roadside in the LCD 

may also be implemented. 
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