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ABSTRACT 

This document gives information about the overall research about the growing tensions due to use of internet for very things 

surrounding us. This article is about the various attacks on our personal data , their effect on us and how we can avoid those 

attacks. The attacks on Cyber security grew due to the usage of internet has grown over the year. Therefore, every person who 

uses internet must be aware of the attacks the can go through. Some attacks like phishing, key loggers and software cracking are 

the most basic types of attacks one can face. But these attacks are the most used attacks. Now-a-days every new game has a 

cracked version that is very easily available on the internet. The makers of the game are at a loss that everyone downloads the 

racked version instead on purchasing it. This give rise to the monetary loss to the game makers . Another loss of these attacks is 

that one hacker can get access to all of your personal data due to the phishing attacks. The objective of this article is basically 

making the users of internet aware about the growing crimes which, if not looked upon can cause them their  loss at certain point. 
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1. INTRODUCTION 

In today‟s world everything relies on computer and the 

internet, be it communication, shopping, transaction or 

interaction and the list goes on. But a question still lingers on 

and that is till what extent is your data safe on internet ?  

Here comes the cyber security which deals with the issues of 

this problem of the data security. Cyber security provides 

security to our online transaction. Cyber security is the body 

of technologies, processes and practices designed to protect 

our system, computer network, programs from attacks that 

destroy our computer system from possible virus attacks, 

unauthorised access from another person. In a computing 

context, the term security refers to cyber security. 

There are many risks associated to the use of internet which 

involves stealing of your personal data, attack of viruses 

which could possibly erase of your files, alter them, and can 

dangerously set up an attack using your system. An attack can 

also involve stealing of your credit / debit card information 

and using it as their own. Unfortunately there is no 100% 

security that your data cannot be stolen and guarantee the 

safety of the system. The only thing possible is that we can use 

precautions available to avoid anything like this happen to 

you. 

Of course, we can ignore these attacks by protecting yourself 

by recognising the types of attack , risks and become familiar 

with some of the terminology associated with them . some of 

the terminologies are mentioned below : 

Hackers, crackers or intruders:  We apply these terms to the 

people which are associated with the work of exploiting 

weakness in the software for their own gain   

2. PHISHING 

[4]Phishing is the attack to fetch critical data from other 

anonymously or Phishing is the attempt to obtain sensitive 

information such as usernames, passwords, and credit card 

details often for malicious reasons, by disguising as a 

trustworthy entity in an electronic communication. A many 

more website‟s phishing pages are available on the internet. a 

victim of phishing easily. We are given below a screen shot of 

Facebook phishing pages  

 

            Fig.2.1: Facebook phishing page 
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The annual worldwide impact of phishing could be as high as 

$5 billion. 

Phishing is typically carried out by email spoofing or instant 

messaging, and it often directs users to enter personal 

information at a fake website whose look and feel are almost 

identical to the legitimate one. The main aim of phishing is to 

get personal data. Phishing is typically carried out by email 

spoofing which generally affect by online transaction or 

personal data which publically declare in bulk and another 

issue is they just sell your personal data in a bulk to a 

company and earn money from it.   Communications 

purporting to be from web sites, banks, online payment 

processors or IT administrators are often used to lure victims. 

Phishing emails may contain links to websites that are infected 

with virus. 

Phishing is an example of social engineering techniques used 

to deceive users, and exploits weaknesses in current web 

security. Phishing is an illegal act while performing. Attempts 

to deal with the growing number of reported phishing 

incidents include legislation, user training, public awareness, 

and technical security measures. Many websites have now 

created secondary tools for applications, like maps for games, 

but they should be clearly marked as to who wrote them, and 

users should not use the same passwords anywhere on the 

internet. 

2.1 Solutions 

Anti-phishing committees have been formed to reduce or 

remove the whole risk of phishing pages. These committees 

detect the phishing page and delete its theme and the only 

things that are remaining are the blocks on that page clearly 

stating that it‟s a phishing page and the user will easily 

understand by merely the look of the page that it is a phishing 

page.    

3. KEY LOGGER 

[5]Key loggers have somewhat of a bad reputation in the 

technology world because more often it‟s associated with 

illegal spying and theft of personal and monetary information. 

There are generally two type of key logger 1) software 2) 

hardware. A software keylogger has a two type i) Sender ii) 

Receiver. A sender terminology is activated on victim device 

and receive get all the information from the sender. In reality 

even though that‟s one of the main uses, it can be used for 

other more appropriate and tasks. Key logger is not easily 

available on internet. Generally it can be created by black hat 

hacker. One clear example of this would be at a company‟s 

security policy which clearly states that the workers activities 

can be monitored with Key logger and can be used to monitor 

an employee who is under Suspicion of being a malicious 

insider. A aim of black hat hacker is to fetch information 

whatever victim type on keyboard. By logging his activity on 

his workstation the company may be able to confirm their 

suspicions or clear his name. Sometimes a simple and 

inexpensive tool like Key logger may save companies millions 

in damages. The same concept may be applied to a more 

family based used like monitor the activities of under aged 

children on the web which may help to the child's safety from 

online predators and dangers. There are different types of Key 

logger divided into 2 main groups Hardware Key logger and 

Software Key logger. Hardware Key loggers are small 

electronic devices used for capturing the data in between a 

keyboard device and I/O port. 

 

4. SOFTWARE CRACKERS 

Society is exposed to many risks if they connect to the internet 

. Without even turning on your computer, the moment your 

router and modem obtain an IP address and connect to the 

world easily, your whole network is at risk. This is where 

hackers can also become crucial in making the internet an 

enjoyable and safe environment. An ethical hacker (also 

known as a white hat) is an example of a person who has the 

knowledge, the power, and necessary skills to provide the 

community with tools which can be useful to prevent harmful 

attacks from malefic individuals. While a black hat hacker 

(cracker) is said to be a malicious kind of hacker. Although 

many crackers can break into software, create malwares and 

viruses, and bypass internet security, their harmful work can 

also help to create better encryption methods and better anti-

virus software. Also they provide “free” or “cracked” software 

for those that can‟t afford to buy them because of high prices. 

So are they really harmful to society? Should society see them 

as skilled experts or as threat? Is their work not valued as it 

should be? 

4.2 Technique 

In this latest technology software are crack by using some tool 

like olldbg in that tool it gives a assembler code of  software 

by using few instruction we get product key or password 

easily. When performing an attack on a desired target, there 

are a variety of techniques that a hacker can perform. Before 

an attack take place however, a hacker would want to perform 

some reconnaissance on the specified target. A hacker wants to 

crack a software and available in free of cost The first of these 

steps is something called Network Enumeration, in this step 

we find out as much as we can about the specified target.sucha 

product key is easily available in assembler program. It is with 

this step that a hacker can begin to figure the type of attack 

and which tools may be necessary to perform the desired 

attack. An example of an attack that a hacker may want to 

perform on a network could be a DoS attack, injecting a virus 

to a network or simply hijacking a victim computer to gain 

unauthorized remote access to a computer. The second step 

that can be performed would be social engineering; this sole 

step if performed correctly could prevent all other of the steps 

from needing to be used as access would be gained simply by 

using social engineering. Not all the time however is this step 



 
INTERNATIONAL JOURNAL FOR RESEARCH IN EMERGING SCIENCE AND TECHNOLOGY, SPECIAL-ISSUE-1-JAN-2017                                                             E-ISSN: 2349-7610 

SPECIAL-ISSUE-1-JAN-2017                                                COPYRIGHT © 2017 IJREST, ALL RIGHT RESERVED                                                                                       160 

very successful. There are many ways to crack software Most 

of the time potential hackers will not gather the sufficient 

information that is needed in order to gain the access that they 

want to these specific computers. 

4.3 Solution 

1) Generate a software product key at a runtime machine 

password 

2) One time password (OTP) is also good technique to 

protect against software cracking 

3) E-mail confirmation etc. 

5. CONCLUSION 

The conclusion of this article is that there is risk involved in 

the use of internet. But having said that, these risks can be 

easily avoided by using safe software, secured networks and 

not falling into traps of some hackers. The purpose of review 

paper is to aware people about cyber crime i.e. what kinds of 

attacks & crimes are related with this internet area. There are 

many risk associated with this digital world in our personal 

data is important to take private. There are many things like 

credit card no. , passbook no. etc. Efforts has been taken to 

know what are the techniques that can cause the digital world 

harm and the way those harms can be avoided. In this review 

paper we have provided information about few topics given in 

paper   1) Phishing 2) key logger 3) Software cracker. This 

paper is used to low statistics in a crime Pillar. Securing digital 

world is a never ending battle and the risks are unknown. If 

there is development in security the hackers will come up with 

another way to break that security. Therefore only way to 

secure your information is by having knowledge about such 

things and being aware about the available technologies. 
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