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Abstract 

Safeguarding privacy in data mining has become indispensible for trading classified information in terms of data analysis, 

validation and publication, in such cases, data is either released in published form for re(use) by others for research purpose. Here, 

privacy takes a significant role to secure the data from ever-escalating internet phishing and other probable attackers. Significant 

improvements for robust privacy preservation and protection have become mandatory. In this paper, we propose the technique of 

Partial Generalization this approach is an essence, to mask the data in such a way that other data mining techniques can be 

conveniently applied on it. On the other hand, it makes the data k-anonymous thus data cannot be re-identified while data remains 

practically useful. In Partial Generalization only those identifiers which are imperative are generalized first. If this step, safeguards 

the data from external data linkage then the technique does not generalize further, preventing excess generalization than necessary 

with minimal information loss. 
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1. INTRODUCTION 

In recent years, with startling increase of saving individual’s 

personal data on various communication channels by internet 

services such as online bank, online trading, clinical trials, e-

commerce and online data publication via organization have 

exploited human and software vulnerabilities and suffered 

from tremendous information, financial and good will loss 

making individual privacy a major interest regarding classified 

information. Information becomes critical, when they are 

specific to a small number of individuals. Data Mining 

commonly needed information, shared by some minimum 

number of persons to provide a required statistical importance 

of patterns. As such, sensitive information is to be discarded 

for reliable data mining. This observation motivates to apply 

the requirement of intended data mining task to identify 

significant information to be released, therefore, sensitive data 

to be shielded. 

This method is called Privacy Preserving Data Mining 

(PPDM) or data mining based privacy protection. PPDM 

methods are ever-demanding for safeguarding and reliable 

information trading over internet, it yields good results 

regarding to inner perception of safeguarding privacy and data 

mining. The main goal is to transform original information 

into some anonymous type to prevent inferring its record 

owner’s critical data. 

Following are some of the generalized concepts used in the 

paper: 

Privacy-Generalizing the dataset by using an approach that 

data re-identification cannot be possible. 

Data utility-The objective is to eradicate the privacy breach 

(how much volume of data an attacker review from the 

published data) and gain utility (accuracy of data mining task) 

of a released database. This is achieved by generalizing quasi-

identifiers of only those tuples having high sensitive attribute 

values.  

Data Anonymization-This technique is used to hike the 

security of data while allowing the data to be analyzed, 

validated, published and useful for other purpose. It 

transforms the data that will be used or published in  favor to 

prevent the identification of classified information. 

K-anonymity-One of the technique to achieve data 

anonymization . The basic concept is to shield a dataset, 

contrary to re-identification by generalizing the quasi-

identifier attributes that might be used in a linkage attacks.  
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A dataset is said to be k-anonymized have property 

that every tuple set is identical to at least another k-1 tuples on 

possibly identifying variables [3].In k-anonymity table 

attributes  are classified as: Quasi identifier, Sensitive 

attributes and Key attributes. 

Definition 1: Quasi-identifier (QI):In a table a set of attributes 

which are non-sensitive {Q1, ...,Qp} is called a QI if these 

attributes can be matched with external data to uniquely 
recognize at least one individual in the regular population.  

Examples like age and zip code, which in pairing, can 

be matched with external data to re-identify the individuals to 

whom the records in the micro data belong. Since any attribute 

in a table can be QI attribute contrary identifier attributes, QI 

attributes cannot be eliminated from the micro data [1]. 

 

Definition 2: Key Attribute: An attribute denoted by K 

contains values which is the most unique value to recognize 

the person from set S. 

 Key attributes that can be used to recognize records, 

examples like Name and Social Security Number [1]. 
 

Definition 3: Sensitive-values Set: From a set S the user 

chooses a set A which contains the values as most critical.  

Sensitive attributes that are considered to be 

unknown to the interloper must be protected, example like 

diagnostic reporter, account number [1]. 

 

Definition 4: Sensitive tuple: Let t∈T, if t[S]∈A, where t is a 

sensitive tuple [1]. 

 

Minimal Information Loss: The loss of information is 

minimized by giving sensitive level for sensitive attributes 

values and tuples which belongs to high sensitive level are 

only generalized while rest of the tuples are released at it is 

[1]. 

2. LITERATURE SURVEY 

Many algorithms has been proposed for privacy preserving 

such as  

Sweeny [2] introduced a model where the basic concept is to 

mask a dataset, contrary to re-identification by QI 

generalization that perhaps used in a linkage attack. A dataset 

is taken into account; it is k-anonymous if every information 

item can't be distinguished from a minimum of k-1 alternative 

data items. Samarati [3] presented an algorithm that quest 

minimal k-anonymous table by operating a binary search on 

the domain generalization hierarchy. This approach assumes 

that, the optimal level is the one with the least generalization 

and within that level, it takes the node that has the minimum 

information loss as the solution.  

John Miller, et al. [4] described about gaining K-anonymity by 

QI generalization within constrained perimeter. Limiting the 

volume of generalization when micro data is masked, makes it 

imperative for real life datasets and applications. An 

anonymity model called (α, k) was introduced by A. Fu, et al. 

[5] to preserve both relationships and identifications to critical  

information  in dataset, to solve the problem of k-anonymity. 

 l-diversity was a model  proposed by J. Gehrke, et al. [6] 

associate levels of extension of  k-anonymity model that cut 

down the roughness of information illustration victimization 

techniques as well as generalization and suppression stated 

any given record maps onto a minimum of k-alternative 

records within the data. 

 A model called t-closeness was presented by N.  Li, et al. [7] 

is a supplementary refinement of  l-diversity cluster, based 

mostly on anonymization that's accustomed safeguard privacy 

in knowledge sets by removing,  the rawness of an information 

representation and to overcome offence such as similarity 

attack .  A method of mining, closed frequent generalized 

records was implemented by Batya Kenig, et al. [8] has shown 

significance of algorithm by achieving lower information loss 

than the well known approximation algorithms.  

On recent trends of data masking a review has been conducted 

by Ravikumar G.K, et al. [9] and explored the necessity of 

data masking as well as requirement of degree, to analyze the 

security in real time applications when publishing in QA 

environment. K.Wang et al. [10] introduced Bottom Up 

generalization which converts the specific data to less distinct 

but semantically persistent data for privacy preservation and 

also focused on two main problems, scalability and quality. It 

is an iterative method, for data processing to generalize the 

information; a key is used at each repetition to distinguish best 

generalization to ascend the hierarchy. 

3. PROPOSED METHODOLOGY 

The goal of this paper is to present an algorithm that releases 

information by limiting, what can be revealed about properties 

of the entities that are to be safeguarded as well as prevent 

excess use of generalization with minimal information-loss. 

Following are the procedures: 

A. Data Set Collection: A standard “Adult” dataset from 

information repository. 

B. Preprocessing: Data preprocessing techniques can be 

used before data analysis which decreases the 

analysis time and increases prediction performance. 

Data pre-processing techniques includes the 

following: 

1. Data cleaning   

2. Data integration  

3. Data transformation 

4. Data reduction. 

Data cleaning is the process of removing incomplete 

data, remove or identify outliers, even out noisy data 

and remove inconsistencies. Data integration is used 

to fuse data from distinct sources into relevant and 

profitable information. Data transformation 
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transforms data into befitting schema for mining. 

Data reduction is the operation of reducing the size of 

data. 

C. Partial Generalization: 

Algorithm: Partial Generalization 

Input: Table T including set of tuples t1, t2, t3…. 

Precondition: Tuple should include quasi identifier and 

sensitive attribute. 

Algorithm: 

1. Identify quasi identifier 

2. Calculate domain 

3. For each tuple 

T   anonymize (attribute)  (suppression / 

generalization) 

T  T’ 

4. Calculate IL and PG 

5. T’  compare (external data source) 

6. T  identifiable  

7. Consider next quasi identifier 

8. Repeat steps  2-6 

9. End 

After successful completion, the original data (T) should be 

generalize to (T*) with minimal k anonymity and less 

information loss. The dataset should not be inferable from 

external source of information.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 1: Work Flow of Proposed System 

 

5. CONCLUSION 

In this paper, our objective is to implement partial 

generalization thus preventing excess use of generalization as 

well achieving k-anonymity along with minimal information 

loss. The expected data set we get, after applying partial 

generalization is inferable to external information sources and 

also does not have linkage with external data set. It also aims 

to prevent, excess generalization to gain k-anonymity thus 

reducing the amount of generalization that give rise to more 

information loss making data set much more competent for 

research purpose while preserving privacy. 
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