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ABSTRACT 

Data Security is one of the most challenging aspect for confidential data transfer in World Wide Web. So this is an approach to 

find best solution for providing necessary protection to our data from intruders. The main purpose is to maintain secure 

communication between two parties. Cryptography and Steganography are major techniques that are used worldwide for 

enhancing data security in secret communication. Steganography is the technique to conceal the existence of hidden data inside a 

cover object. Cryptography converts the plain text into the cipher or cypher text. In this paper, we are using steganography to hide 

message all together with cryptography so that data security can be enhanced at higher level. 
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1. INTRODUCTION 

The major reason that intruders can be successful in retrieval 

of secret data is that the information they acquire from system 

is in the readable and comprehends form. Intruders reveal that 

data to others modify it to misrepresent an organization which 

can be used to launch an attack. Steganography is one  of  the 

solution to this problem. Steganography is a technique  of 

hiding secret data in digital media.  Hiding information  image, 

text and video is less suspicious than communicating  an 

encrypted file or compressing it. The purpose of this  project 

is to convey the data secretly by concealing the very  existence 

of data in some digital medium such  as  image, text  or video. 

Digital image, videos are increasingly motivated  with 

distinguishing but  imperceptible marks, which include  hidden 

copyright notice or serial number which helps  preventing 

unauthorised copying directly. 

 

2. RELATED WORK 

The most popular method of  steganography technique around 

440 B.C is making document with invisible secret ink, like the 

juice of lemon to hide information. Another method is to mark 

the selected characters within the document by pinholes and 

then to generate signature or pattern.  Acc to Lou et al ., 

steganography is an art of  hiding the existence of message by  

hiding information into various carriers. The major purpose is 

to prevent the detection of hidden information. Warkentin et al 

., proposed an approach to hide data inside the audiovisual 

files. In their steganography algorithm, to hide data, the secret 

data has to be hidden in a cover object. El-Emam , on the other 

hand proposed a steganography algorithm to hide a large 

amount of data with high security. This steganography 

algorithm is based on hiding a large amount of data files inside 

a colour bitmap (bmp) images. In this research the image will 

be filtered and sectioned where bit replacement is used on the 
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appropriate pixel. These pixels are randomly selected rather 

than sequentially. Chen et al., modified a method used in using 

the side-match method. They concentrated on hiding the dat in 

the edge portion of the image Researchers have implemented 

various approaches for data security through which secure 

communication can b achieved. Hiding data is a process of 

embedding information into digital medium without causing 

perceptual degradation. In data hiding, three famous 

techniques can be used viz. watermarking, steganography and 

cryptography. Steganography is a method of hiding the secret 

message into digital carrier objects such as image, text or 

video etc. The evaluation of steganography technique is done 

by considering three parameters. They are capacity, robustness 

and security.  The system should be able to hide the data into 

digital cover objects, it should be robust to the changes and 

should be secured enough from attackers that tends to alter the 

contents of the secret information. Researchers have 

implemented various different approaches depending on the 

carrier objects or the technique used such as 

Cover Generation Method 

Distortion Technique 

Statistical Method 

Spread Spectrum Technique 

Transform Domain Method 

Depending on the formats of file as cover medium i.e image, 

text or video appropriate hiding method or technique is 

implemented. 

3.  PROPOSED SYSTEM 

 

At the sender’s side, sender will enter the text to communicate 

with the receiver through insecure communication channel. 

The plain text will be encrypted to obtain the cipher text. The 

sender will select the carrier object . The carrier object will be 

of type text , image or video.  Further the cipher text will be 

embedded in to the carrier object. Secret key is generated and 

it is shared with the receiver through private secured method. 

Embedded carrier object is send to the receiver At the 

receiver’s side, receiver will enter the private key to unlock the 

embedded carrier object. The receiver will get the carrier 

object and cipher text separately using destegano technique. 

Further the  cipher  text will be decrypted to obtain the plain 

text using decryption method. 

4. RESULT AND ANALYSIS 

All the results regarding enhanced data security with 

cryptography and stenography project is explained in Result 

and Analysis. All the analysis is done by tester is explain 

further. The encryption is used to securely communicate data 

in open networks. As each type of data has its own structures, 

different techniques should be used to protect condential data. 

The proposed system combines cryptographic algorithm with 

steganography to protect data or message over network 

thereby enhancing the data security. At the senders side, 

sender enters the text to communicate with  the receiver 

through insecure communication channel. The plain text is 

encrypted to obtain the cipher text. The sender selects the 

carrier object . The carrier object is any of the text, image or 

video. Then the cipher text is embedded within the carrier 

object. Secret key is generated and it is shared with the 

receiver through private media. Embedded carrier object is 

send to the receiver. At the receivers side, receiver enters the 

private key to unlock the encoded data file. The receiver gets 

the carrier object and cipher text separately using destegano 

technique. Further the cipher text is decrypted to obtain the 

plain text using decryption techniques.T he image is .JPG 

or .PNG format . The cipher text is embedded in the any of the 

cover object i.e. text,  image and video by using the Bit 

Exchange algorithm. The cipher text contains the combination 

of the characters, special characters, digits etc. 

The Bit Exchange algorithm is for the video steganography, in 

the video Steganography, the video is divided in to the various 
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frames and then the encrypted message is hidden in these 

frames and the embedded frames are merged together to form 

the .mp4 video format. 

                     5.  CONCLUSION 

In the proposed system, the StegoCrypt concept is used. The 

StegoCrypt concept is provide high security to the data 

hidding by encrypting the data first and then embedding the 

encrypted data into the cover object. Due to this , it provide 

more securiy than the steganography and the cryptography. In 

the steganography , the data is hidden into the cover image 

which is another data so that it can be easily detected by the 

human naked eyes. Steganography and the cryptography is the 

single level security concepts but  the StegoCrypt is the two 

level security concept and it is more convinient than 

steganogrpahy and cryptography. Using StegoCrypt, the 

cipher has more potential to secure the data from various 

attacks. 
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