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ABSTRACT 

The cloud assisted mobile health monitoring (mHealth) ,it apply the more features of mobile communication and cloud computing 

advance technologies which also gives the feedback decision support , which has been considered as an important approach for 

improving the healthcare service while lowering the cost of health care facilities. Its flaw is, that it has a major risk on client’s 

privacy and intellectual property of monitoring service providers, which could stop the more adoption of mHealth technology. It is 

to notice the main problem and design a cloud assisted privacy handling of mobile health monitoring system to preserve the 

privacy of the parties which are involved and its data. 

However, the decryption technique and a recently proposed key private proxy re-encryption are altered to shift the computational 

difficulty of the involved parties to the cloud without cooperating clients confidentiality and service provider intellectual property. 

Finally our safety and performance investigation which demonstrates the efficiency of our proposed design. 
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1. INTRODUCTION 

Traditionally privacy safety mechanism by simple removing 

client private identity data such as names or by using secret 

method fails to serve as an effective way in dealing with 

confidentiality of health systems due to the increasing amount 

and variety of personal identifiable information. It is worth 

noting that the collected data from an health observing system 

could contain clients’ private physical data such as their 

heights, weights, and blood group types, or even their ultimate 

personal recognizable data such as their fingerprints and DNA 

profiles. According to, personal recognizable information (PII) 

is “any information, recorded or otherwise, connecting to an 

recognizable individual. Almost any information, if related to 

an recognizable separate, can become personal in nature. Huge 

deployment of mobile devices, such as smart phones prepared 

with cheap sensors, has already shown great possible in 
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improving the excellence in mobile healthcare services. 

Remote mobile health monitoring has already been recognized 

as not only a possible, but also a positive example of mobile 

health applications especially for developing countries. The 

Microsoft has tossed project “MediNet” is designed to 

recognize remote intensive care on the health status of diabetes 

and cardiovascular diseases in remote areas.  A client could 

organise moveable sensors in wireless form sensor networks to 

gather various physiological data, such as blood pressure (BP), 

breathing rate (BR), Electrocardiogram (ECG/EKG), 

peripheral oxygen saturation (SpO2) and blood glucose. Such 

physiological data could then be further sent to a central server 

for further investigation, which could then run various web 

based medical applications on these data to return timely 

advice to the client. 

2. RELATED WORK 
 

A number of cloud based mechanisms are being suggested to 

protect the mobile devices and improve the capacity & 

reliability of  the mobile devices. The offloading approach is 

proposed in which address the outsourcing of execution of the 

heavy applications to the  surrounding systems called 

surrogates. In this approach, when the mobile devices has to 

run on the  heavy application, it send the application to close 

by surrogate system that will execute it and send the output to 

the mobile device. Byung-Gon and Petros proposed by a cloud 

based architecture that present the  technique to conflict the 

problem of smartphones limitations in terms of computation, 

memory, and energy reserves. In architecture, a smartphones 

are cloned and its execution is offloaded to a computational 

infrastructure hosting the cloud of  many clone. In that way, a 

mobile device is relieved from running the heavier 

applications. From both offloading approaches mentioned in 

our system, security concern is not addressed here. 

 

3. SYSTEM DESIGN 

                                         
Figure-1: System Architecture 

 This system consists of four parties i.e  the cloud server 

(simply the cloud), the company who provides the health 

monitoring service (i.e., the healthcare service provider), the 

individual clients (simply clients), and the semi-trusted 

authority (TA). The company stores its encrypted monitoring 

data or program into the cloud server. Every individual client 

collect their own private medical data and store them into their 

mobile devices, which then transforms data into its attribute 

vectors. The attribute vectors are then delivered as inputs to 

the monitoring program in the cloud server through a mobile 

(or smart) device. A semi-trusted authority is always 

responsible for distributing  private keys to the individual 

clients and collecting the service fee from the clients according 

to certain business model i.e pay-as-you-go business model. 

 

3.1 Branching & Encryption 

we formally then describe a branching program, which include 

the binary classification or decision tree as the special case. 

We only then consider  the binary branching program for the 

ease of our expositions since the private query protocols are 

based on  general decision tree can be easily derived from the 

scheme. where ai is attribute index and ti is  threshold value 

with which vai  is always compared at this node. The same 

value of the ai may occur in many nodes, i.e., the same 

attribute may be evaluated more than once here. For every 

decision node i, L(i) is the index of the succeeding node if the 

value of vai ≤ ti; R(i) is the index of the next succeeding node 

if the value vai > ti. The label nodes are attached with 
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classification of information. Repeat the process until 

recursively for ph, and so on, until one of  leaf nodes is 

reached with decision. Let v be the vector of clients attribute 

vector. To be more specific, an attribute component vector  vi 

is the concatenation of  the attribute index and  respective 

attribute value. For instance, A||KW1 might correspond to the 

“blood pressure: 130”. Those with the blood pressure lower 

than 130 are considered as normal, and those above this 

threshold are considered as high blood pressure.  The first 

element is the set of nodes in branching tree. The non-leaf 

node pi is an intermediate decision node while leaf node pi  is 

the label node. Each decision node is a pair of (ai, 

ti),information. 

 3.2 Generate Time Slot & Token 

 

To create the private key for the attribute vector v=(v1, · · · , 

vn), a client initially process the identity representation set of 

each element in the v and then send all the n identity 

representation sets to Trusted Authority(TA). Then Trusted 

Authority runs the AnonExtract(id, msk) on each identity id ∈ 

Svi in the identity set and sends all the respective private keys 

skvi to the client. 

3.3 Generate Private Key 

 A client delivers the private key sets obtained from the 

TokenGen algorithm to the cloud, which runs the Anon 

Decryption algorithm on the ciphertext generated in the Store 

algorithm. Starting from p1, the decryption result determines 

which ciphertext should be decrypted next. For instance, if v1 

∈ [0, t1], then the decryption result indicates the next node 

index L(i). The cloud will then use skv(L(i)) to decrypt the 

subsequent ciphertext CL(i). Continue this process iteratively 

until it reaches a leaf node and decrypt the respective attached 

information.  

3.4 Trusted Authority 

A semi-trusted authority is responsible for distributing private 

keys to the individual clients and collecting the service fee 

from the clients according to a certain business model such as 

pay-as-you-go business model. The TA can be considered as a 

collaborator or a management agent for a company (or several 

companies) and thus shares certain level of mutual interest 

with the company. However, the company and TA could 

collude to obtain private health data from client input vectors. 

3.5 Re-encryption 

Re-encryption schemes are the cryptosystems which authorize  

the third-parties (proxies) to alter the cipher text which has 

been encrypted for any one party, so that it might be decrypted 

by another. 

Example: Bob could  adopt  the  proxy to re-encrypt one of his 

messages that is sent to Chris. This creates the  new key that 

Chris can use to decrypt the message. Now if Alice sends 

Chris a message that was encrypted under the Bob's key, the 

proxy will then change the message, allowing Chris to decrypt 

the message. This method allows for a many applications such 

as email forwarding, law-enforcement monitoring, and content 

distribution. A weaker re-encryption scheme is one in which  

proxy possesses both parties' keys at the same time. One key 

decrypts a plaintext while the other encrypts it. Since the goal 

of many Re-encryption  schemes is to avoid disclose either of 

the keys or the underlying plaintext to the proxy, this method 

is not ideal. 

3.6 Training Phase 

 
In training phase we have to use algorithm: 

1] Identity-Based Encryption (IBE)       

2] Attribute-based encryption (ABE)  

3.6.1 Identity-Based Encryption (IBE)       

     Identity- Based Encryption (IBE) takes a breakthrough 

approach to the problem of encryption key management. IBE 

can use any arbitrary string as a public key, enabling data to be 

protected without the need for certificates. Protection is 

provided by a key server that controls the dynamic generation 

of private decryption keys that correspond to public identities 

and the key servers base root key material. By separating 

authentication and authorization from private key generation 

through the key server, permissions to generate keys can be 

controlled dynamically on a granular policy driven basis, 

facilitating granular control over access Information in real 

time. 

The IBE algorithm consists of four operations:  

1. Setup, which initializes a key server  

2. Encrypt, which encrypts a message for a given user 

3. Key Generation, which generates a private key for 

a given user  
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4. De-crypt, which given a private key, de-crypts a 

message 

 

3.6.2 Attribute-based encryption (ABE)  

 
The idea of database outsourcing is becoming increasingly 

popular; the associated security risks still prevent many 

potential users from deploying it . Attribute-based encryption 

(ABE) is a new vision for public key encryption that allows 

users to encrypt and decrypt messages based on user attributes. 

For example, a user can create a cipher text that can be 

decrypted only by other users with attributes satisfying. Given 

its expressiveness, ABE is currently being considered for 

many cloud storage and computing applications . As more 

sensitive data is shared and stored by third-party sites on the 

Internet, there will be a need to encrypt data stored at these 

sites. One drawback of encrypting data is that it can be 

selectively shared only at a coarse-grained level (i.e., giving 

another party your private key). They develop a new 

cryptosystem for ne-grained sharing of encrypted data that we 

call Key-Policy Attribute- Based Encryption (KP-ABE). In 

our cryptosystem, cipher texts are labeled with sets of 

attributes and private keys are associated with access 

structures that control which cipher texts a user is able to 

decrypt. They demonstrate the applicability of our 

construction to sharing of audit-log information and broadcast 

encryption.  

4. RESULTS 
4.1 Recognition Performances Using IBE 

       

 
Graph-1: Improvement Result 

 
 

Graph-2: Time and Analysis Result 

 

  

 
 

Graph-3: Improvement and TA Result 

 

             

5. CONCLUSION 
The conclusion of  in our project is we are achieve the high 

privacy on our mobile health care system using the cloud 

assisted privacy preserving mobile health monitoring system 

where here we implements the three modules such as base cam 

model, improved cam model and final cam model. Those final 

models are enhancing the high privacy in health care services. 

Here future enhancement is increase the efficiency of 

information retrieval on cloud. So we provide the token with 

specified and certain time slots for retrieved information on 

cloud. 
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