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ABSTRACT 
 In Vehicular Ad hoc Networks (VANETs), authentication is a crucial security service for both inter-vehicle and vehicle roadside 

communications. On the other hand, vehicles have to be protected from the misuse of their private data and the attacks on their 

privacy, as well as to be capable of being investigated for accidents or liabilities from non-repudiation. In this paper, we 

investigate the authentication issues with privacy preservation and non-repudiation in VANETs. We propose a novel framework 

with preservation and repudiation (ACPN) for VANETs. In ACPN, we introduce the public-key cryptography (PKC) to the 
pseudonym generation, which ensures legitimate third parties to achieve the non-repudiation of vehicles by obtaining vehicles’ 

real IDs. The self-generated PKC based pseudonyms are also used as identifiers instead of vehicle IDs for the privacy - preserving 

authentication, while the update of the pseudonyms depends on vehicular demands. The existing ID-based signature (IBS) scheme 

and the ID-based online/offline signature (IBOOS) scheme are used, for the authentication between the road side units (RSUs) and 

vehicles, and the authentication among vehicles, respectively. Authentication, privacy preservation, non-repudiation and other 

objectives of ACPN have been analyzed for VANETs. Typical performance evaluation has been conducted using efficient IBS 

and IBOOS schemes. We show that the proposed ACPN is feasible and adequate to be used efficiently in the VANET 

environment. 

 

 

1. INTRODUCTION 
 

AVEHICULAR ad hoc network (VANET) is a technology 

that employs moving vehicles as nodes in a network to create a 

mobile network to provide communication among vehicles, 

nearby fixed road side units (RSUs) and regional trusted 

authorities (RTAs). A VANET is considered as a variant form 

of a mobile ad hoc network (MANET). It turns every 

participating vehicle into a wireless router or node, and allows 

vehicles in approximately 300 meters range to Connect with 

each other. Unlike the nodes in MANETs, vehicles are 

equipped with intelligent transportation systems (ITS) which 

potentially have longer transmission ranges, extensive on-

board storage capacities, and rechargeable source of energy. 

However, the mobility of vehicles is constrained by predefined 

roads, the road speed limits or the congestion level in 

VANETs .As mobile wireless devices and wireless networks 

become increasingly influential in recent years, the demand for 

the vehicle-to-vehicle (V2V) communication and the vehicle-

to-roadside (V2R) communication increases continuously. 

 

VANETs are utilized for a broad range of safety applications, 

and non-safety applications (such as collision warnings, road 

navigation, traffic information and mobile infotainment). In 

VANETs, the user authentication is a crucial security service 

for access control in both inter-vehicle and vehicle-roadside 

communication. On the other hand, vehicles have to be 

protected from the misuse of their private data and the attacks 

on their privacy, meanwhile, be capable of being investigated 

from accidents or liabilities for non-repudiation. Peculiarly, 

safety applications require a strong mutual authentication, 

because most of the safety related messages may contain life-

critical information. Therefore in this paper, along with the 

development of the  VANET technology based on advancing 

smart vehicles, and other undiscovered potential threats on 

security, we are committed to solving the issues of 

authentication with privacy preservation and non-repudiation 

in VANETs. There is a number of research work related to the 

authentication issue in VANETs, by applying symmetric or 

asymmetric key managements. The symmetric key based 

authentication schemes are proposed for VANETs, which use 

symmetric key cryptographies for the message authentication. 

The drawback of using symmetric key management is that 

vehicles have to authenticate each other via the trust 

authorities, which is not suitable for large-scale vehicular 

communications in VANETs. The asymmetric key based 

authentication is widely adopted because of the separate keys 

used for encryption and decryption. The studies of the 

asymmetric key based authentication are classified into two 
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classes: the public key infrastructure (PKI) based 

authentication and the identity (ID) based authentication. 

Although many PKI based authentication frameworks have 

been proposed the system availability is still not pervasive or 

feasible, because such frameworks require additional 

communication to manage the vehicular certificates and the 

certificate revocation lists (CRLs) that may cause heavy 

communication and computation overheads. Authentication 

frameworks using the ID-based signature (IBS) schemes based 

on the ID-based cryptography (IBC) have been proposed to 

reduce the communication overheads in which the certificate 

management process has been simplified by using the digital 

signature schemes. We note that, the IBS schemes can be 

adapted to the authentication service for VANETs, in which 

each vehicular identity is used as a public key for 

signing/verifying messages in communication. Using ID-based 

online/offline signature (IBOOS) is an attractive solution for 

authentication in VANETs, for alleviating the computation 

overhead of the IBS process. An IBOOS scheme increases 

efficiency of the pairing process by separating the signing 

process into an offline phase and an online phase, in which the 

verification is comparatively more efficient than that of IBS. 

In this paper, different from the existing work, we propose an 

authentication framework by utilizing the IBS scheme in the 

V2R communication, and together with the IBOOS scheme in 

the V2V communication for better performance. In IBOOS for 

VANETs, the offline phase can be executed initially at RSUs 

or vehicles, while the online phase is to be executed in 

vehicles during the V2V communication. 

 

                     In VANETs, usually vehicles’ drivers (users) do 

not want their private information such as vehicle names, 

positions, moving routes, and user information to be revealed, 

in order to protect themselves against any illegal tracing and/or 

user profiling. That is, the anonymity of vehicular identities 

should be supported for the privacy preservation in VANETs. 

Achieving anonymity by using vehicle pseudonyms is a 

superior solution for the privacy preservation, which 

intimately links a real-world identity (ID) to the corresponding 

pseudonyms. In VANETs, the pseudonym of a vehicle may be 

generated by the fixed RSUs or the vehicle itself, even can be 

downloaded from a trusted link from the RTA periodically. On 

the other hand, when traffic accidents or certain crimes occur, 

the vehicle anonymity should be conditionally retrievable, and 

the identity information should be revealed to legal authorities 

to establish the liability of accidents or crimes, which is so-

called conditional privacy or conditional anonymity. The non-

repudiation service in VANETs prevents a vehicle from 

denying previous commitments or actions. For example, 

vehicles causing accidents should be reliably identified, or a 

vehicle cannot deny services received. Therefore, the 

conditional privacy preservation with non-repudiation service 

is required for VANETs, against the abuse of anonymous 

authentication techniques by malicious vehicles to achieve 

malicious goals or escape from liabilities. The pseudonymous 

authentication used in vehicular communications can provide 

the privacy preservation with an effective tracing mechanism, 

which is used only by the trusted authorities (e.g., the 

certification authority (CA)) to reveal the real identity 

malicious vehicles. Although there exist many security 

frameworks addressing the privacy preservation and no 

repudiation issues for VANETs  various methods of using 

anonymous credentials are different in each proposal, which 

render these issues more important and more complex to be 

handled in VANETs. 

 

2. SYSTEM ARCHITECTRE 
 

 
 

Figure: SYSTEM ANALYSIS OF ACPN 

 

The proposed ACPN primarily attempts to provide 

authentication and privacy preservation with non-repudiation 

in VANETs, and resolve the conflicts between them. In this 

section, for the sake of evaluating the security in ACPN, we 

provide the solutions and countermeasures to attacks and 

adversaries, and analyze the security objectives of ACPN, 

respectively. 5.1 Solutions of Security Attacks First, we detail 

the solutions and countermeasures of ACPN, against various 

adversaries and attacks presented in Section 2.2, respectively 

as follows. Solutions to attacks on authentication: In the 

proposed ACPN, authentication is guaranteed by digital 
signatures, which bound messages to vehicular pseudonyms 

and consequently the corresponding identities. The signature 

verification and the query process in the peer vehicles 

(sometimes via the RSUs) for the paired digital signatures and 

vehicular pseudonyms protects the vehicles from the 

adversaries pretending other entities in ACPN.  

 

 

Since the acceptable digital signatures are specifically 

bounded to the PKC-based vehicular pseudonyms, the 

adversaries cannot trigger either the impersonation attacks or 
the Sybil attacks without obtaining the corresponding 

vehicular pseudonyms of the digital signatures. Solutions to 

attacks on privacy: The adoption of pseudonyms in VANET 

communications conceals real-world identities of vehicles 

such that peer vehicles and RSUs cannot reveal the sender’s 

real-world identity of a specific message, however, it is still 

able to authenticate the sender. By frequently updating the 

pseudonyms during communication in the general UVC of 
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VANETs, the proposed ACPN defends legitimate vehicles 

against identity revealing and location tracing.  

 

 In ACPN, the message non-repudiation is achieved 

from the decrypted value of the vehicle pseudonyms by the 

private key of the PKC scheme. Since the secure interactions 

with the RTA or RSUs are proposed in ACPN, we can claim 

that the authorized third parties (e.g., the police) can link 

pseudonyms with the identity of a vehicle with the validated 

digital signature at any time on demand, which protect the 

authorized parties from the repudiation attacks. 5.2 Analysis 
on Security Objectives Besides the main objectives of ACPN 

in Section 5.1, we also analyze the other security objectives of 

ACPN presented in Section 2.3, respectively as follows: 

Message confidentiality:  

 

In ACPN, the message confidentiality is related to the 

conditional protection of the real IDs of the vehicles. Since we 

introduce PKC to the pseudonym generation in authentication, 

only the CA (i.e., RTA) have the private keys, or can obtain a 

vehicle’s real ID by using the corresponding private key. 

Therefore, the PKC based pseudonym generation achieves 

message confidentiality in authentication. If an authorized 
third party wants to trace the real ID of a malicious vehicle for 

any kind of liability, it can query the corresponding private 

key from the RTA. Time constraint: In ACPN, the IBOOS 

scheme is applied in V2V authentication instead of the IBS 

scheme for security, in order to further reduce the computation 

overhead to speed up the authentication process. The 

reusability of ACPN is another solution to the time constraint, 

because ACPN can also be utilized with new PKC, IBS and 

IBOOS schemes in the future with higher computational 

efficiency, by which the time constraint could be satisfied 

better for VANETs.  
 

Independency: For the independency of the proposed 

ACPN, the access to the infrastructures (RSUs) is required 

only when a vehicle receives an authentication message from 

another vehicle, whose pseudonym does not appear in its 

storage. Availability and integration: Since ACPN is proposed 

for vehicular access control by authentication, the solution of 

ACPN does not overload the communication and computation 

ability of a VANET on data communication.   Based on IBS 

and IBOOS for authentication without violating the 

transmitted data, ACPN provides the integration and 

interoperability with other local service and security protocols, 
e.g., secure routing and transport layer security (TLS). 

 

 

 

 

3. EXISTING SYSTEM: 

            In existing system, Tv0063e symmetric key based 

authentication schemes are proposed for VANETs, which use 

symmetric key cryptographies for the message authentication. 

The drawback of using symmetric key management is that 

vehicles have to authenticate each other via the trust 

authorities, which is not suitable for large-scale vehicular 

communications in VANETs. 

4. PROPOSED SYSTEM: 

             In this paper, we propose a novel authentication 

framework with privacy-preservation and repudiation (ACPN) 

for VANETs. In ACPN, we introduce the public-key 

cryptography (PKC) to the pseudonym generation, which 

ensures legitimate third parties to achieve the non-repudiation 

of vehicles by obtaining vehicles’ real IDs. The asymmetric 

key based authentication is widely adopted because of the 

separate keys used for encryption and decryption.  

4.1 Vehicular ad hoc networks (VANETS): status, results, 

and challenges 

              Recent advances in hardware, software, and 

communication technologies are enabling the design and 

implementation of a whole range of different types of 

networks that are being deployed in various environments. 

One such network that has received a lot of interest in the last 

couple of years is the Vehicular Ad-Hoc Network (VANET). 

Vehicular Ad Hoc Networks (VANETs) have grown out of the 

need to support the growing number of wireless products that 

can now be used in vehicles. These products include remote 

keyless entry devices, personal digital assistants (PDAs), 

laptops and mobile telephones. As mobile wireless devices and 

networks become increasingly important, the demand for 

Vehicle-to-Vehicle (V2V) and Vehicle-to-Roadside (VRC) or 

Vehicle-to-Infrastructure (V2I) Communication will continue 

to grow. VANETs can be utilized for a broad range of safety 

and non-safety applications, allow for value added services 

such as vehicle safety, automated toll payment, traffic 

management, enhanced navigation, location-based services 

such as finding the closest fuel station, restaurant or travel 

lodge and infotainment applications such as providing access 

to the Internet. 

 

4.2 Routing in Vehicular Ad Hoc Networks: A Survey 

                 Vehicular Ad Hoc Network (VANET) is an 

emerging new technology integrating ad hoc network, wireless 

LAN (WLAN) and cellular technology to achieve intelligent 

inter-vehicle communications and improve road traffic safety 

and efficiency. VANETs are distinguished from other kinds of 

ad hoc networks by their hybrid network architectures, node 

movement characteristics, and new application scenarios.  

 

Therefore, VANETs pose many unique networking research 

challenges, and the design of an efficient routing protocol for 

VANETs is very crucial. In this article, we discuss the 

research challenge of routing in VANETs and survey recent 

routing protocols and related mobility models for VANETs. 

 

4.3 Securing Vehicular Ad hoc Networks: 

                Vehicular networks are very likely to be deployed in 

the coming years and thus become the most relevant form of 

mobile ad hoc networks. In this paper, we address the security 

of these networks. We provide a detailed threat analysis and 

devise appropriate security architecture. We also describe 

some major design decisions still to be made, which in some 

cases have more than mere technical implications. We provide 
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a set of security protocols, we show that they protect privacy 

and we analyze their robustness and efficiency. 

               VANETs (Vehicular Ad-hoc Networks) are an 

emerging research area. Currently, most of the research is 

focused on the development of a suitable MAC layer, as well 

as potential applications ranging from collision avoidance to 

onboard infotainment services. But both academia and the 

industry have so far largely overlooked the subject of security 

in VANETs, postponing it to later phases of research and 

development. 

 

4.4 TSVC: Timed Efficient and Secure Vehicular 

Communications with Privacy Preserving 

                  In this paper, we consider the problem of privacy 

and security in vehicular (V2V) communication, in particular 

securing routine safety messages. Traditional public key 

mechanisms are not appropriate for such applications because 

of the large number of safety messages that have to be 

transmitted by each vehicle, typically one message every 

100−300 ms. We first show that a recently proposed V2V 

communication scheme, TSVC, based on the Time Efficient 

Stream Loss-tolerant Authentication (TESLA) scheme is 

subject to an impersonation attack in which the adversary can 

distribute misleading safety information to vehicles, and 

propose a modification that secures it against such attacks. We 

then address general concerns regarding the inappropriateness 

of TESLA for vehicular applications (caused by the delayed 

authentication, and buffer overflow issues), and propose a 

V2V communication scheme based on a variant of TESLA, 

TESLA0, in which packets are self-authenticating. This 

scheme is appropriate for applications in which vehicles are in 

close proximity. Finally we consider a hybrid protocol that 

combines both schemes and addresses in a more flexible way 

the mobility requirements of V2V communications. 

 

4.5 Flexible, Extensible, and Efficient VANET 

authentication 

                                 Although much research has been 

conducted in the area of authentication in wireless networks,  

Vehicular Ad hoc Networks (VANETs) pose unique 

challenges, such as real-time constraints, processing 

limitations, memory constraints, frequently changing senders, 

requirements for interoperability with existing standards, 

extensibility and flexibility for future requirements, etc. No 

currently proposed technique addresses all of the requirements 

for message and entity authentication in VANETs. 

                                  After analyzing the requirements for 

viable VANET message authentication, we propose a 

modified version of TESLA, TESLA++, which provides the 

same computationally efficient broadcast authentication as 

TESLA with reduced memory requirements. To address the 

range of needs within VANETs we propose a new hybrid 

authentication mechanism, VANET Authentication using 

Signatures and TESLA++ (VAST), that combines the 

advantages of ECDSA signatures and TESLA++. ECDSA 

signatures provide fast authentication and non-repudiation, but 

are computationally expensive. TESLA++ prevents memory 

and computation-based Denial of Service attacks. 

                                   We analyze the security of our 

mechanism and simulate VAST in realistic highway 

conditions under varying network and vehicular traffic 

scenarios. Simulation results show that VAST outperforms 

either signatures or TESLA on its own. Even under heavy 

loads VAST is able to authenticate 100% of the received 

messages within 107ms. VANETs use certificates to achieve 

entity authentication (i.e., validate senders). To reduce 

certificate bandwidth usage, we use Hu et al.’s strategy of 

broadcasting certificates at fixed intervals, independent of the 

arrival of new entities. We propose a new certificate 

verification strategy that prevents Denial of Service attacks 

while requiring zero additional sender overhead. Our analysis 

shows that these solutions introduce a small delay, but still 

allow drivers in a worst case scenario over 3 seconds to 

respond to a dangerous situation. 

 

5. CONCLUSION 

 

In this paper, a novel authentication framework with 

conditional privacy-preservation and non-repudiation for 

VANETs has been proposed, which utilizes the IBS and 

IBOOS schemes for the authentication, the pseudonym based 

scheme for the privacy preservation, and the PKC based 

scheme for the pseudonym generation. ACPN achieves the 

desired authentication, privacy preservation, non-repudiation 

and other security objectives for UVC in VANETs. Another 

important characteristic of ACPN is its reusability, i.e., it can 

also be utilized with other new schemes for security and 

performance improvements. Analysis and performance 

evaluation show that, the proposed ACPN is feasible and 

adequate to UVC in the VANET environment for efficient 

privacy-preserving authentication with non-repudiation. 
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