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ABSTRACT 
 

Detecting computer worm in system is not a easy task in nowadays. So we present a new way to detect the unknown worms in our 

systems. I applied Artificial Neural Networks (ANN) to detect the presence of computer worms based on measurements of 

computer behaviour. By using Artificial Neural Networks we can able to detect such types of worms in our systems.  Then we 
compare ANN to three other classification methods and show the advantages of ANN for detection of known worms. We then 

proceed to evaluate ANN’s ability to detect the presence of an unknown worm. As the measurement of a large number of system 

features may require significant computational resources, we evaluate three feature selection techniques. We show that, using only 

five features, one can detect an unknown worm with an average accuracy of 90%. We use a causal index analysis of our trained 

ANN to identify rules that explain the relationships between the selected features and the identity of each worm. Finally, we 

discuss the possible application of our approach to host-based intrusion detection systems. 
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1. INTRODUCTION 

Computer worms are similar to viruses in that they replicate 

functional copies of themselves and can cause the same type of 
damage. In contrast to viruses, which require the spreading of 

an infected host file, worms are standalone software and do not 

require a host program or human help to propagate. To spread, 

worms either exploit vulnerability on the target system or use 

some kind of social engineering to trick users into executing 

them. A worm enters a computer through vulnerability in the 

system and takes advantage of file-transport or information-

transport features on the system, allowing it to travel unaided. 

In recent years, Internet worms have proliferated because of 

hardware and soft-ware mono-cultures, which make it possible 

to exploit a single vulnerability to compromise a large number 

of hosts [9]. Most Internet worms follow a 

scan/compromise/replicate pattern of behavior, where a worm 

instance first identifies possible victims, then exploits one or 

more vulnerabilities to compromise a host, and finally 

replicates there. These actions are performed through network 

connections and, therefore, network intrusion detection systems 
(NIDSs) have been proposed by the security community as 

mechanisms for detecting and responding to worm 

activity .However, as worms became more sophisticated and 

efficient in spreading across networks, it became clear that 

countermeasures based on human reaction time were not 

feasible [10].  

 

Fig. Worm COnficker 

In response, the research community focused on devising a 

number of techniques to automatically detect and contain 

worm outbreaks. In particular, the need for the timely 
generation of worm detection stores motivated the 

development of systems that analyze the contents of net-work 

streams to automatically derive worm signatures. These 

systems, such as Early bird [11] and Autograph [8], 

implement content sifting approach, which is based on two 

observations. The first observation is that some portion of the 

binary representation of a worm is invariant; the second one is 

that the spreading dynamics of a worm is different from the 

behaviour of a benign Internet application. That is, these 
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worm detection systems rely on the fact that it is rare to 

observe the same byte string recurring within network streams 

exchanged between many sources and many destinations. The 

experimental evaluation of these systems showed that these 

assumptions hold for existing Internet worms.  

A limitation of the systems based on content sifting is the 

fact that strings of a significant length that belong to different 

network streams are required to match (for example, byte 

strings with a length of 40 bytes are used in 

[11]).Unfortunately, the next generation of Internet worms is 

likely to be polymorphic. Polymorphic worms are able to 

change their binary representation as part of the spreading 

process. This can be achieved by using self-encryption 

mechanisms or semantics preserving code manipulation 
techniques. As a consequence, copies of a polymorphic worm 

might no longer share a common invariant substring of 

sufficient length and the existing systems will not recognize 

the network streams containing the worm copies as the 

manifestation of a worm outbreak. Although polymorphic 

worms have not yet appeared in the wild, toolkits to support 

code polymorphism are readily available [] and polymorphic 

worms have been developed for research purposes [12]. 

Hence, the technological barriers to developing these types of 

Internet worms are extremely low and it is only matter of time 

before polymorphic worms appear in the wild. 

  

2. BACKGROUND AND RELATED WORK 

 

2. Classification methods 
In this part, we discuss on various Classification methods used 

in the existing and proposed work 

 

2.1 Artificial neural networks 

2.1.1 General description 

An ANN is an information-processing paradigm that 

is inspired by the way biological nervous systems, such as the 

brain, process information. A general description of this 

paradigm can be found in [1, 2]. The main advantages of ANN 
are its ability to find patterns in highly non-linear problems and 

its very fast classification time. Supervised learning and 

classification procedures, in which each output unit is told what 

its desired response to input signals ought to be, have trouble 

detecting new classes, or, as in our case, an unknown worm. 

One way to overcome this limitation is to utilize the hidden 

neurons’ rounded outputs as cluster signatures. Thus, each 

cluster has a binary pattern associated with it. These binary 

patterns have been used successfully to form clusters in various 

ANN applications [3]. Typically, they are formed by using 

Auto-Associative ANN (AAANN). AA-ANN systems learn 

with no external teacher in situations in which the feature 
vector is presented both as the input and the output. This  s also 

referred to as self organization, in the sense that the AA-ANN 

self-organizes the data presented to the network and detects 

collective properties of the dataset. Although the main criterion 

that makes it hard to train AA-ANN, and a regular ANN in 

general, is the number of hidden neurons; a large number of 

output neurons may also make the training process difficult. In 

order to overcome this problem we propose using a semi-

supervised approach. Thus, to make the detection of unknown 

worms based on the generalization of the behavior of known 

worms possible, we propose training supervised ANNs using 
known worms, and then extracting the binary patterns of the 

resulting hidden neuron outputs and using them for 

classification as in the typical AA-ANN. When a new worm is 

presented to the trained AA-ANN, it will generate a new binary 

pattern describing the behavior of the new worm. If the binary 

pattern of the new worm was not unique, the behavior of this 

worm would also be similar to that of a known worm. As long 

as this pattern is not identical to one of the binary patterns 

resulting from normal computer operational behaviors, there 

will be no false negative errors. This method is described in the 
next subsection. For our experiments, we used the Levenberg–

Marquardt ANN training method [4]. This method is 

considered to be one of the best algorithms for training ANN, 

and is available as part of the MATLAB_ neural network 

toolbox [5]. As it uses second-order derivatives, it may require 

expensive computation resources, but as the training is done 

offline, the computing power of a modern, high-speed PC is 

sufficient for this task. Once trained, the ANN is capable of 

processing data very quickly and can be used for real-time 

worm detection. 

 

2.1.2 Classification by clustering 

 

After training ANN in a supervised way, it is possible 

to classify a specific sample by analyzing the outputs of the 

hidden neurons instead of the outputs of the output neurons. 

Such an approach is useful because it enables us to determine 

the ability of an ANN to identify an unknown worm as an 

unknown type. For each sample propagated through the trained 

network, the outputs of hidden neurons are measured and 

rounded in order to obtain a binary pattern. After the 

propagation of all of the samples, each sample has its own 
binary pattern that represents the cluster to which the sample 

belongs. Now, it is possible to build a cluster matrix that 

represents the obtained clusters. Each row in this matrix 

represents a cluster and each column represents a known class. 

Cells in each row represent the number of samples in the 

cluster that belong to a specific class. The class of each cluster 

is defined by the label of the majority of samples in the cluster.  

 

 

2.2. Decision Tress 

 

The DT method is a good choice when the data-
mining task involves classification or prediction of outcomes 

and the goal is the generation of rules that can be easily 

understood and explained. The DT labels and records data 

points and assigns them to discrete classes. DT can also 

provide a measure of confidence that the classification is 

correct. A DT model is built through a process known as binary 

recursive partitioning. This is an iterative process of splitting 

the data into partitions, and then splitting them further on each 

of the branches to achieve homogeneous subsets. rules can be 

extracted from the tree after the training process. The 

disadvantage is that typical DT cannot be applied to detect new 
types of worms. 

 

2.3. k-nearest neighbors 

     

In the kNN method, the training dataset is used 

explicitly to classify each sample of a test dataset. When 

evaluating a new example, the algorithm looks for those 

existing examples that are most similar to the new one. 

Similarity may be based on feature values (Euclidean distance) 

or on some different similarity measure; k defines the number 
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of similar examples for which the algorithm is searching. The 

label of the majority of the examples found in a group of k 

most similar examples is given to a new example [6]. Clearly, 

the computing time increases with the value of k, but the 

advantage of higher k values is that they provide smoothing 

that reduces the vulnerability to noise in the training data. In 

practical applications, k is typically in units or tens rather than 

in hundreds or thousands. One of the main disadvantages of 

kNN is its very long classification time. This disadvantage 
makes it unsuitable for real-time applications. 

 

 

2.4. Support vector machines 

 

Support vector machines (SVM) were developed in 1995 

by Vapnik and his colleagues at AT&T laboratories [7]. This 

technique was originally developed for linear, binary 

classification with margin, where margin stands for the 

minimal distance between the class-separating hyperplane and 

the closest data point. The general SVM seeks an optimal 
separating hyperplane that maximizes the margin. An 

interesting and important feature of the SVM approach is that 

the solution, which is the separating hyperplane, is only on the 

data points that are at the margin. These points are called 

support vectors. The simple, linear SVM can be extended to a 

non-linear one when the data of the problem are transformed 

into a feature space using a set of non-linear functions [7]. In 

the feature space, even with very high dimensionality, the data 

points can be separated linearly. One of the important 

advantages of the SVM is that it does not require this kind of 

transformation or the calculation of the separating hyperplane 
in the potentially high dimensional feature space. Instead, a 

kernel representation can be used, in which the solution is 

written as a weighted sum of the values of a certain kernel 

function evaluated at the support vectors. Typical SVM 

algorithms have two disadvantages. The first is that it may be 

difficult to explain the obtained model. The second is that SVM 

algorithms require an important parameter-tuning stage in order 

to give the desired degree of accuracy. 

 

3. CONCLUSION 

 

The capabilities of the modern ANN training algorithms, 

coupled with the increased speed of today’s computers, have 

reduced the time needed for off-line training. The resulting 

ANN models can be used on-line, as their execution speed is 

compatible with HIDS needs. The process of measuring 

features, however, may still consume a significant amount of 

the host’s overall computing power. For this reason, there is an 

advantage in identifying the optimal set of sample features to 
be used as inputs to the ANN model. Using ANN models in 

HIDS detection procedures allows the possibility of easy, 

periodic updating. New suspected intrusion attempts, initially 

identified by the AA-ANN as causing abnormal behavior, can 

be added to the original training data as either new normal 

behavior or new known threats. The re-training is quick, uses 

the existing ANN connection weights as a starting point and 

can be done online when needed. 
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