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ABSTRACT 

In Improving privacy and security in decentralized cipher-text policy attribute based encryption scheme is used to reduce 

the trust on the central authority-ABE scheme, and each protected authority can work independently without any collaboration 
among the user. The authorities can issue secret keys to user whenever users newly enter into the network and the existing system 

is selectively secure. Moreover Our paper is proposed to enhance privacy and security of users by providing two levels of security 

to the DATA file. The file is first encrypted with Advanced Encryption Standard (AES) and the encrypted file is again encrypted 

with Attributes of owner using Attribute Based Encryption (ABE). The Steganography is included to enhance the privacy of data 

owner and the Proxy cloud is used to avoid the Unauthorized Access of any users. By using this two level of encryption 

mechanism the security level of the system got increased more and more. 
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1. INTRODUCTION 

With the development of the Internet and the distributed 

computing technology, there is a growing demand for data 

sharing and processing in an open distributed computing 

environment. The data provider needs to provide expressive 

access control and data confidentiality when communicating 
with customers. What is more, it is urgent for large-scale 

distributed applications to support one-to-many 

communication mode to reduce the enormous costs of data 

encryption. 

The traditional encryption mechanism based on public key 

infrastructure (PKI) [1] can achieve data confidentiality; 

however, it has disadvantages. On one hand, in order to 

encrypt data, the data provider needs firstly to obtain the 

public keys of authorized users and then sends the encrypted 

data separately tothe corresponding user, which increases the 

processing overhead and the bandwidth demand [2]. On the 

other hand, although broadcast encryption [3] can solve the 
efficiency problem mentioned above, the data provider must 

obtain the user’s list before encryption. In addition, if the data 

provider wants the recipient to be the one with certain identity 

not the one who is specified, the public key encryption will not 

work anymore. Therefore, more applicable encryption 

mechanisms are required. 

Identity-based encryption (IBE) [4] mechanism allows a 

sender to encrypt a message to an identity without accessing 

his public key certificate, which simplifies the certificate 

management procedure and reduces certificate transmission 

overhead. The ability to carry out public key encryption 

without certificates makes IBE suitable for many practical 
applications. For example, Alice can send a message encrypted 

by Bob’s email address (e.g., Bob@hotmail.com) to Bob 

without the support of PKI. 

One common feature of all previous IBE schemes is that they 

regard identities as a string of characters. However, in 2005, 

Sahai and Waters [5] proposed a new type of IBE scheme 

called fuzzy IBE (FIBE) which regards identities as a set of 

descriptive attributes. FIBE can be regarded as the first 

concept of ABE in which the data owner can encrypt a 

message to all users that have a certain set of attributes. In the 

same year, Nali et al. [6] proposed a threshold ABE scheme. 
Although this scheme can prevent the collusion attacks, 

it introduces new disadvantage that the threshold semantics are 

limited in designing more general systems which need 

expressive access control. 

In ABE scheme, attribute plays a very important role. 

Attributes have been exploited to generate a public key for 

encryption data and have been used as an access policy to 

control users’ access. Based on the access policy, subsequent 

researches can be roughly categorized [7] as either key-policy 

or ciphertext-policy. The first KP-ABE scheme that allows any 

monotone access structures was proposed by Goyal et al. [7], 

and the first CP-ABE scheme was presented by Bethencourt et 
al. [8]. After that, several KP-ABE [9–11] and CP-ABE 

schemes [12–20] were proposed. 
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Goyal et al. [12] presented a bounded CP-ABE scheme in the 

standard model, but the first fully expressive CP-ABE scheme 

in the standard model was proposed by Waters [13]. 

Subsequently, Attrapadung and Imai [21] proposed a Dual-

Policy ABE scheme which allows key-policy and ciphertext-

policy to act on encrypted data simultaneously.Moreover, 

Müller et al. [22, 23] proposed a distributed ABE scheme with 

a constant number of bilinear pairing operations during 

decryption. Yu et al. [24] proposed a fine-grained data access 

control encryption scheme. Tang and Ji [25] proposed a 

verifiable ABE scheme, and Wang et al. [26, 27] proposed a 

hierarchical ABE (HABE) scheme in 2010 and 2011, 
respectively. In these schemes, Wang et al. used the 

disjunctive normal form policy to generate the keys 

hierarchically, assuming that all attributes in one conjunctive 

clause are administered by the same domain authority. More 

studies on HABE are in literatures [28–30]. 

In each ABE scheme mentioned above, the user must go to a 

trusted party to prove his identity before obtaining a secret key 

which allows him to decrypt messages. Chase [31] gave an 

efficient multiauthority ABE scheme in which the user’s secret 

key is no longer authorized by a single center authority but 

authorized separately by different cooperative and independent 
authorities. In addition to this, there are also some 

multiauthority ABE schemes [31–37]. 

According to the existing schemes, a summary [38] of the 

criterial functionalities in an ideal ABE scheme is listed as 

follows. 

(1) Data confidentiality: unauthorized participants cannot 

know the information about the encrypted data. 

(2) Fine-grained access control: in order to achieve flexible 

access control, even for users in the same group, their access 

rights are not the same. 

(3) Scalability: the number of authorized users cannot affect 

the performance of the scheme. That is to say, the scheme can 
deal with the case that the number of the authorized users 

increases dynamically. 

(4) User/attribute revocation: if a user quits the system, the 

scheme can revoke his access right. Similarly, attribute 

revocation is inevitable. 

(5) Accountability: in all previous schemes, the dishonest 

users can just directly give away part of their original or 

transformed keys such that nobody can tell who has distributed 

these keys. The above problem which is called key abuse 

should be prevented by accountability. 

(6) Collusion resistance: the dishonest users cannot combine 
their attributes to decrypt the encrypted data. 

In order to realize an ideal ABE scheme, some researches 

which are aimed at addressing the issue of user/attribute 

revocation [8, 9, 39–48] and accountability [49–53] in ABE 

schemes have been published on journals or academic 

conferences. What is more, with its own advantages, the 

attribute-based cryptosystem has the ability and possibility to 

be applied to other areas. Particularly, lots of studies which 

focus on the applications of ABE in proxy reencryption [54– 

59] have been proposed. 

 

2.  PROBLEM DEFINITION 

As mobile users generally access different types of 

mobile computing services from a variety of service providers, 

it is extremely tedious for users to register different user 

accounts on each service provider and maintain corresponding 

private keys or passwords for authentication usage. In other 

words, key management issue for users has emerged for 

distributed mobile cloud environment. In consequence, mobile 

users will likely be interested in how to access various services 

from distinct mobile cloud service providers by using only one 

single private key or password. 

 

3.  EXISTING SYSTEM 

The system is built up of a Central Authority (CA) 

and multiple Attribute Authorities (AAs).These attribute 

authorities separately maintain attributes. The major 

components of the scheme are master, users and attribute 

authorities. The duty of the master is to distribute private user 

keys. Attribute Authority certifies the user and distributes 
private attribute key to the user that can be used for decrypting 

ciphertext. User produces ciphertext by the method of 

encryption. Whenever needed user decrypts the ciphertext and 

retrieves the original message. The following algorithms are 

defined in a DABE scheme. 

 

4.  PROPOSED SYSTEM 

The Advanced Encryption Standard (AES) is an 

encryption algorithm for securing sensitive data. It has been 

adopted by the United States government as an Advanced 

Encryption Standard, a standard algorithm used to encrypt and 
decrypt sensitive information. AES is a symmetric block 

cipher with a block size of 128 bits. It allows for three 

different key lengths which can be 128 bits, 192 bits, or 256 

bits; referred to as AES- 128, AES-192, and AES-256, 

respectively. The number of rounds in the encryption process 

for AES-128 is 10, for AES-192 it is 12, and for AES-256 it is 

14. 

 

Figure 1. Architecture of System 

A data hiding protocol is necessary in the context of 

peer to-peer sharing, multiple-level authorizations, and secret 

information processing. This study discusses the design and 

implementation of applications that can analyze a flash video 

(FLV), as the carrier, and apply effective methods for hiding 

secret data or stegofile within it. These applications include a 

high level of control for sharing a stegofile that may contain 

multiple pieces of information among multiple intended 

recipients, each with different levels of access, while looking 

like a normal and non-suspicious video to third parties or 

observers. This study presents a nonconventional means of 

providing sensitive data protection through steganography 
techniques. For example, a patient may secure his/her 

confidential medical data, such as patient information, 

diagnoses, past drug use, lab test results, and genetic 

predisposition to various diseases, among others, inside an 

FLV of his/her 2D echocardiogram by using the developed 

video steganography software, as shown in Fig. 2. The hiding 
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process involves the compression of the secret data to a rar file 

and then securing it with password/s (the password protection 

is implemented using the DotNet Zip library, which allows the 

compilation of files into a rar file with AES-encryption 

security). The patient then sends this stego FLV to a location, 

such as a personal website, where multiple recipients with 

different levels of access may retrieve the corresponding data 

associated with them provided they have the correct 

password/s to access the data (e.g., the head physician has 

access to all the files, while the medical technician only has 

access to the lab results, or the nurse only has access to the lab 

results and past drug use, or the wife/husband only has access 
to the patient information, and so on). Many steganography 

techniques have been applied to different cover files. Some of 

the commonly used methods include the addition of spaces 

and tabs in document and text files, the least significant bit 

encoding and the frequency domain encoding through discrete 

cosine transform to hide secret data inside images, and the 

low-bit encoding and the use of discrete Fourier transform to 

hide data inside audio files. 

4.1  USER 

User provides query keyword he/she wants to search. 

Let P be a set of multidimensional points. As our goal is to 
combine keyword search with the existing location-finding 

services on facilities such as hospitals, restaurants, hotels, etc. 

It is assume that the points in P have integer coordinates, such 

that each coordinate ranges in [0,t], where t is a large integer. 

This is not as restrictive as it may seem, because even if one 

would like to insist on real valued coordinates, the set of 

different coordinates representable under a space limit is still 

finite and enumerable; therefore, it could as well convert 

everything to integers with proper scaling. It is assumed an 

integer value such as 100,200,300 etc. to represent the 

different spatial locations. 

4.2  PROXY SERVER 
Proxy server gets user query keyword and processes 

it. The proxy either checks for local query processing to 

reduce the work load on server, if the query keyword not 

found, then it will forward to server. 

Server processes the query and sends result to proxy 

server. The query keyword cached by node is stored in the 

cache memory, if any other request same query keyword, then 

the node, which is cached the query will reply to the request 

node. 

4.3  AES SERVER 

A continuous query usually consists of a number of 
queries to the AES server, thereby increasing the load on the 

AES server. An AES server is able to answer spatial queries 

quickly using R tree- like index structures. The AES server is 

responsible for managing static data objects and answering the 

queries submitted by the proxies. Note that the AES server can 

use any index structure (e.g., R-tree or grid index) to process 

spatial queries. 

4.4 USER ACCESS 

Nearest neighbor queries are executed, when the user 

requesting for a query. If a user submits a query, it is sent to 

proxy server, where proxy checks for cache objects in the 
database. If the cached objects are available, then the query is 

forwarded to the cached node, then cache node replies for the 

requesting node. Else the query is forwarded to server, then 

server executes the query and reply to user. NN query replies 

all of the services available in the queried region. 

5.  CONCLUSION 

The paper discusses here provide secure and scalable 

sharing of data in a multiple owner, multiple user, multiple 

authority scenario. The Security in transmitting file is 

ensuredthrough AES. As the next level, ABE is used to 

encrypt the owner’s data and the encrypted file is stored in 

cloud server. Steganography ensures the secured key 

transformation from sender to receiver. Proxy cloud is 

established to reject the unauthorized access .once 

unauthorized access is suspected then sender can destroy the 

connection with the receiver .Thus the paper provide two level 

security using ABE and AES with proxy. Hence the paper is 

more secured than the previous privacy preserving 

decentralized cipher-text policy attribute based encryption 

(PPDCP-ABE) . 
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