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ABSTRACT 

Existing approaches do not support smart phones well due to the deficiency of security, high cost, and poor usability. In the 

Proposed system, Android Application is developed in which user’s Hand Waving Pattern is recorded & Stored as User’s Pattern. 

We are using SVM Algorithm for User Identification. Hand Waving is used for Phone unlock. modification of the project is same 

waving pattern can be processed for Emergency Communication. This Application can be used for Girls Safety. Android 

Application is deployed for Two Implementations. First one is Normal Phone Unlocking and second one for Girls safety. Once 

Girls safety pattern is matched GPS & Camera are initiated to fetch Location and Photos. Voice is Recorded and uploaded to the 

Server. Both GPS & Audio Link are sent as SMS Alert to both Police & Guardian. 

 

Index Term— Hand waving Pattern, GPS Location, SMS Alert 

1. INTRODUCTION 

Smart phones are no longer the devices theater only used 

to call or text others. They become prevalent with much more 

powerful functions. Acting as pocket PCs, smart phones can 

be used to deal with complicated tasks such as 

sending/receiving e-mails, shopping, mobile payment, etc. 

Screen locker is a fundamental utility for smart phones to 

prevent the device from unauthorized use. For example, the 

Apple iPhones and Android phones can lock themselves 

automatically after being idle for a short time. It can protect 

the privacy of users as well as prevent unintentional 

operations. Classical screen lockers have been proposed long 

time back. (1) The most widely used one is Slide-to-Unlock. 

The user can unlock his/her phone through sliding his finger 

across a defined trajectory. This method is too simple to 

protect user’s privacy. (2) PIN, the most common method used 

by traditional digital device, is always adopted on smart 

phones for unlocking smart phones. However, due to the 

relatively small screen and frequent unlocking request, it is 

inconvenient to set long and complex PIN on phones. For 

example, there are only four numbers allowed to be set as 

unlocking PIN in iPhone’s default setting. Such a short and 

simple PIN can often be easily guessed.(3) The user can pre-

define a graphical password, like connecting at least four 

circles shown in the screen. Being similar to the PIN, simple 

graphic passwords are easy to be peeked and guessed, while 
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the complex pattern may confuse the user and make 

inconvenience. To enhance the security as well as the 

flexibility, many biometric authentication methods are 

introduced for screen lockers. The secrets of these methods 

cannot be easily spied and reproduced since they identify the 

user based on her natural features. The biometric measures are 

grouped into two main categories: physiological biometrics 

and behavior biometrics. Physiological biometrics leverage the 

physiological features of human beings to identify the user, 

including recognitions of face, voice, fingerprint, ear, and so 

on. However, we find that (i) performances of these solutions 

are heavily influenced by external factors. For example, the 

face acquirement by the camera is severely affected by the 

illumination, resulting in the failure to identify user at night. 

Similarly, it is hard to distinguish the voice from the ambient 

interference in an extreme noisy environment, like subway or 

restaurant. Any authentication method must be adapted to all 

kinds of conditions. (ii) Unlocking operation is a very frequent 

operation, of which energy consumption should be carefully 

considered. It is well known that the camera is one of 

notorious energy killers in smart phones. (iii) lack of required 

hardware on current mainstream smart phones, like fingerprint 

scanner. The behavior biometrics is the other classification of 

biometric measure, which identify the user based on their 

behavior features, such as gesture , , typing behavior mouse 

movement  tapping behavior  or gait , However, these methods 

cannot either be adopted in smart phones or be suitable for 

unlocking smart phones. For example, in order to recognize 

the gait pattern, the user has to walk first or the smart phone to 

figure out whether he/she is valid. It appears odd and 

inconvenient for users to perform the behavior as answering a 

phone call for the purpose of checking his/her emails. (More 

discussions compared with these works are presented in 

Section 5). In this paper, we observe that different users wave 

their smart phones produce distinct features. For example, 

some persons used to wave their smart phones drastically 

while some others like to wave in a gentle way. This makes 

the waving speed and frequency totally different among users. 

Also, the waving range and the way of wrist twisting are also 

different from user to user. These patterns derive from user’s 

physical features and habits. For example, the users with 

longer arms wave faster and wider than those with shorter 

arms. Some persons are accustomed to end their waving action 

with a wrist twisting while some others like to begin with a 

wrist twisting. Moreover, the gender, age, and occupation also 

greatly affect the feature of waving actions. On the other hand, 

we also observe that when a user waves his smart phone, he 

always shakes in a similar way. This is because, without 

intentional changes, a specific person tends to follow his 

habits once the habits are developed. Based on above 

observations, we propose a hand waving biometric-based 

approach, called Open Sesame, to unlock the smart phone. 

Comparing with the existing methods, there are two major 

advantages of our approach. (i) It is difficult to forge. Using 

our approach, the authentication process is based on the 

features of the user’s habits and motions, 

2. EXISTING SYSTEM 

 

In the Existing approaches do not support smart 

phones well due to the deficiency of security, high cost, and 

poor usability. There is no pattern recognition for emergency 

system. No recording system. No alert system for guardian and 

police. 

 

3. PROPOSED SYSTEM 

 

In the proposed system, Android Application is 

developed in which user’s Hand Waving Pattern is recorded 

and Stored as User’s Pattern. We are using SVM Algorithm 

for User Identification. Hand Waving is used for Phone 

unlock. 

 

4. MODIFICATION PROCESS 

 

Modification of the project is same waving pattern 

can be processed to for Emergency Communication. This 

Application can be used for Girls Safety. Android Application 

is deployed for Two Implementations. First one is Normal 

Phone Unlocking and second one for Girls safety. Once Girls 

safety pattern is matched GPS & Camera are initiated to fetch 

Location and Photos. Voice is Recorded and uploaded to the 

Server. Both GPS & Audio Link are sent as SMS Alert to both 

Police & Guardian. Photo is mailed to both of them. On the 

other hand, we also observe that when a user waves his smart 

phone, he always shakes in a similar way. 

 

5. Algorithm/Methodology 
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5.1. Android User 

 

Develop an android application. Develop an android 

application. Develop an android application for the indoor 

navigation is done by using Bluetooth instead of GPS (Global 

Positioning System). Mobile Client is an Android application 

which created and installed in the User’s Android Mobile 

Phone. So that we can perform the activities. The Application 

First Page Consist of the User registration Process. We’ll 

create the User Login Page by Button and Text Field Class in 

the Android. While creating the Android Application, we have 

to design the page by dragging the tools like Button, Text 

field, and Radio Button. Once we designed the page we have 

to write the codes for each. Once we create the full mobile 

application, it will generated as Android Platform Kit (APK) 

file. This APK file will be installed in the User’s Mobile 

Phone an Application. 

 

5.2.Server Deployment 

 

The Server will monitor the entire User’s information 

in their database and verify them if required. Also the Server 

will store the entire User’s information in their database. Also 

the Server has to establish the connection to communicate with 

the Users. The Server will update the each User’s activities in 

its database. The Server will authenticate each user before they 

access the Application. So that the Server will prevent the 

Unauthorized User from accessing the Application. 

 

5.3. Pattern Registration 

In this user has to register his different pattern, so that 

we can able to train the system. If we train the system with 

different pattern so that user show any one of pattern that will 

be validated by the server. 

 

5.4 lock and unlock phone 

 

In this function we create a concept of  locking and 

unlocking the phone ie  user can lock and unlock the other 

phone by using code send to the mobile to lock and another 

code is send to unlock the phone. 

 

5.5 Pattern Emergency matching 

 

In this module we create a emergency matching 

system i.e. when the user is in the emergency condition he can 

show the pattern to rescue him from the difficulties. 

 

5.6 GPS Based location identification and emergency   

       support 

 

In this module we design a emergency support system by 

using gps,when the user is in the bad circumstance he can 

show on of the pattern so that automatic gps value triggered 

and send as SMS,so that person can be saved. 

 

6. Architecture Diagram: 

 

Figure 1: System Architecture 

7. CONCLUSIONS 

In this paper, we propose a novel behavioral 

biometric-based authentication approach called Open Sesame 

for smart phone. We design four waving functions to fetch the 

unique pattern of user’s hand waving actions. By applying the 

SVM classifier, the smart phone can accurately verify the 

authorized user with the pattern of hand waving action. 

Experiment results based on 200 distinct users’ hand waving 

actions show that the Open Sesame reaches high level of 

security and robustness, and achieve good user’s experience. 
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