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ABSTRACT 

Search over encrypted data is a technique of great interest in the cloud computing era, because many believe that sensitive data 

has to be encrypted before outsourcing to the cloud servers in order to ensure user data privacy, which obsoletes traditional data 

utilization based on plaintext keyword search. Thus, enabling an encrypted cloud data search service is of paramount importance. 

Considering the large number of data users and documents in the cloud, it is necessary to allow multiple keywords in the search 

request and return documents in the order of their relevance to these keywords. In this paper, for the first time, we define and 

solve the challenging problem of privacy-preserving multi-keyword ranked search over encrypted cloud data (MRSE). We 

establish a set of strict privacy requirements for such a secure cloud data utilization system. Among various multi-keyword 

semantics, we choose the efficient similarity measure of “coordinate matching”, i.e., as many matches as possible, to capture the 

relevance of data documents to the search query. The search uses the feature of similarity and inner product similarity matching. 

Thorough analysis investigating privacy and efficiency guarantees of proposed schemes is given. 

 

Keywords: Sensitive Data; Multi-Keyword Ranked Search; Multi-Keyword Semantics. 

 

1. INTRODUCTION 

Due to the rapid expansion ofdata, the data owners tend to 

store their data into the cloud to release the burden of data 

storage and maintenance. However, as the cloud customers 

and the cloud server are not in the same trusted domain, our 

outsourced data may be under the exposure to the risk. Thus, 

before sent to the cloud, the sensitive data needs to be 

encrypted to protect for data privacy and combat unsolicited 

accesses. Unfortunately, the traditional plaintext search 

methods cannot be directly applied to the encrypted cloud data 

any more. The traditional information retrieval (IR) has 

already provided multi-keyword ranked search for the data 

user. In the same way, the cloud server needs provide the data 

user with the similar function, while protecting data and 

search privacy. It is meaningful storing it into the cloud server 

only when data can be easily searched and utilized. 

On the one hand, to meet the effective data retrieval need, the 

large amount of documents demand the cloud server to 

perform result relevance ranking, instead of returning 

undifferentiated results. Such ranked search system enables 

data users to find the most relevant information quickly, rather 

than burdensomely sorting through every match in the content 

collection. Ranked search can also elegantly eliminate 

unnecessary network traffic by sending back only the most 

relevant data, which is highly desirable in the “pay-as-you-

use” cloud paradigm. For privacy protection, such ranking 

operation, however, should not leak any keyword related 

information. On the other hand, to improve the search result 

accuracy as well as to enhance the user searching experience, 

it is also necessary for such ranking system to support multiple 

keywords search, as single keyword search often yields far too 

coarse results. As a common practice indicated by today’s web 

search engines (e.g., Google search), data users may tend to 

provide a set of keywords instead of only one as the indicator 

of their search interest to retrieve the most relevant data. And 

each keyword in the search request is able to help narrow 
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down the search result further. “Coordinate matching”, i.e., as 

many matches as possible, is an efficient similarity measure 

among such multi-keyword semantics to refine the result 

relevance, and has been widely used in the plaintext 

information retrieval (IR) community. However, how to apply 

it in the encrypted cloud data search system remains a very 

challenging task because of inherent security and privacy 

obstacles, including various strict requirements like the data 

privacy, the index privacy, the keyword privacy, and many 

others (see section III-B). 

This paper focuses on to the solution of multi-keyword ranked 

search over encrypted cloud data (MRSE) while preserving 

strict system-wise privacy in the cloud computing paradigm. A 

variety of multi- keyword semantics are available, an efficient 

similarity measure of “coordinate matching”, i.e., as many 

matches as possible; to capture the relevance of data 

documents to the search query is used. Particularly “inner 

product similarity”, i.e., the number 

 

2. RELATED WORK 

2.1 Single Keyword Searchable Encryption 

Traditional single keyword searchable encryption schemes 

[5]–[13], [22] usually build an encrypted searchable index 

such that its content is hidden to the server unless it is given 

appropriate trapdoors generated via secret key(s) [2]. It is first 

studied by Song et al. [5] in the symmetric key setting, and 

improvements and advanced security definitions are given in 

Goh [6], Chang et al. [7] and Curtmola et al. [8]. Our early 

work [22] solves secure ranked keyword search which utilizes 

keyword frequency to rank results instead of returning 

undifferentiated results. However, it only supports single 

keyword search. In the public key setting, Bonehetal. [9] 

present the first searchable encryption construction, where 

anyone with public key can write to the data stored on server 

but only authorized users with private key can search. Public 

key solutions are usually very computationally expensive 

however. Furthermore, the keyword privacy could not be 

protected in the public key setting since server could encrypt 

any keyword with public key and then use the received 

trapdoor to evaluate this ciphertext. 

 

2.2 Boolean Keyword Searchable Encryption 

To enrich search functionalities, conjunctive keyword search 

[14]–[18] over encrypted data have been proposed. 

These schemes incur large overhead caused by their 

fundamental primitives, such as computation cost by bilinear 

map, e.g. [16], or communication cost by secret sharing, e.g. 

[15]. As a more general search approach, predicate encryption 

schemes [19]–[21] are recently proposed to support both 

conjunctive and disjunctive search. Conjunctive keyword 

search returns “all-or-nothing”, which means it only returns 

those documents in which all the keywords specified by the 

search query appear; disjunctive keyword search returns 

undifferentiated results, which means it returns every 

document that contains a subset of the specific keywords, even 

only one key-word of interest. In short, none of existing 

Boolean keyword searchable encryption schemes support 

multiple keywords ranked search over encrypted cloud data 

while preserving privacy as we propose to explore in this 

paper. Note that, inner product queries in predicate encryption 

only predicates whether two vectors are orthogonal or not, i.e., 

the inner product value is concealed except when it equals 

zero. Without providing the capability to compare concealed 

inner products, predicate encryption is not qualified for 

performing ranked search. Furthermore, most of these 

schemes are built upon the expensive evaluation of pairing 

operations on elliptic curves. Such inefficiency disadvantage 

also limits their practical performance when deployed in the 

cloud. On a different front, the research on top-k retrieval [27] 

in database community is also loosely connected to our 

problem. 

 

3. SYSTEM ARCHITECTURE 

3.1 System Model 

Thesystem model can be considered as three entities, as 

depicted in Figure1:the data owner, the data user and the cloud 

server. 

3.1.1 Data owner d1 

, d 2 , ..., d m } .A set of distinctkeywordsW ={w1 , w2 , ..., 

wn} is extracted from the data collection D . The data owner 

willfirstly construct an encrypted searchable index I from the 

data collection D. All filesin D are encrypted and form a new 

file collection, C .Then, the data owner upload both 

theencrypted index I and the encrypted data collectionC to the 

cloud server. 
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3.1.2 Data user provides t keywords for the cloud server. A 

correspondingtrapdoor w T through search control 

mechanisms is generated. In this paper, we assume thatthe 

authorization between the data owner and the data user is 

approximately done. 

3.1.3 Cloud server received w T from the authorized user. 

Then, the cloud server calculatesand returns to the 

corresponding set of encrypted documents. Moreover, to 

reduce thecommunication cost, the data user may send an 

optional number l along with thetrapdoorTso that the cloud 

server only sends back top- l files that are most relevant to 

thesearch query. 

 

 

 

Fig. 1: Architecture of the search over encrypted cloud data 

 

3.2  Threat models and Design Goals 

The cloud server is consideredas “honest-but-curious” in our 

model. Particularly, the cloud server both follows the 

designated protocol specification but at thesame timeanalyzes 

data in its storage and message flows received during the 

protocol so as to learn additional information. 

In this paper, we purpose to achievesecurity and ranked search 

under the above model. The designed goals of our system are 

following: 

3.2.1 Multi-keyword Semantic Search:  

We aim to discover the Multi-keyword semanticrelationship 

between terms and documents. Weusestatistical techniques to 

estimate the Multi-keywordsemanticstructure, and get rid of 

the obscuring “noise”.The proposed scheme tries to put similar 

items near each other in some space in order that it could 

return the data user the files contain the terms latent 

semantically associated with the query keyword. 

3.2.2 Multi-keyword Ranked Search:  

It supports both multi-keyword query and support result 

ranking. 

3.2.3 Privacy-Preserving:  

Ourscheme is designed to meet the privacy requirement and 

prevent the cloud server from learning additional information 

from index and trapdoor. 

1) Index Confidentiality.The TFvalues of keywords arestored 

in the index. Thus, the index stored in the cloud server needs 

to be encrypted; 

2) Trapdoor Unlinkability.The cloud servercould do some 

statistical analysis over the search result. Meanwhile, the same 

query should generate different trapdoors when searched 

twice. The cloud server should not be able to deduce 

relationship between trapdoors. 

3) Keyword Privacy. Thecloud server could not discern the 

keyword in query, index by analyzing the statistical 

information like term frequency. 

3.3 Notations and Preliminaries 

 D --the plaintext document collection, denoted as a set of 

n datadocuments D {d1 , d 2 , ..., d m } 

 C --the encrypted document collection stored in the cloud 

server, denotedas C {c1,c2, ...,cm } . 

 W =--the dictionary, the keyword set composing of m 

keyword, denotedasW = {w1,w2...wn}. 

 W --the subset ofW =, representing the keywords in a 

search request. 

 I --the searchable index associatedC , denoted as 1 2 ( , , 

..., ) m I II. 

 i ,j tf--the term frequency, the I
th

term appears times in the 

j-thdocument. 

 A[ j] --the data vector for document d j where the element 

A[ i ][ j ] represents the termfrequency i , j t f of the 

corresponding keywordW =i in document d j . 

 Q --the query vector indicating the keywords of interest 

where eachbitQ[j] {0, 1} represents the existence of the 

corresponding keyword in the query W. 

 WT--the trapdoor for the search requestW. 

 Dw-the ranked id list of all documents according to their 

relevance to W. 

 

4. PERFORMANCE ANALYSIS 

We randomly select different number of emails to build 

dataset. The whole experimentsystem is implemented by .NET 

language on a Windows Serverwith Intel Xeon Processor 

2.93GHz. The public utility routinesby Numerical Recipes are 
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employed to compute the inverseof matrix. The performance 

of our technique is evaluatedregarding the efficiency of two 

proposed MRSE schemes, aswell as the tradeoff between 

search precision and privacy. 

 

4.1Precision and Privacy 

As presented in Section IV, dummy keywords are insertedinto 

each data vector and some of them are selected in everyquery. 

Therefore, similarity scores of documents will be notexactly 

accurate. In other words, when the cloud server returns top-k 

documents based on similarity scores of data vectors to query 

vector, some of real top-k relevant documents for the query 

may be excluded. This is because either their original 

similarity scores are decreased or the similarity scores of some 

documents out of the real top-k are increased, both of which 

are due to the impact of dummy keywords inserted into data 

vectors. To evaluate the purity of the k documents retrieved by 

user, we define a measure as precision Pk= k′/k where k′ is 

number of real top-k documents that are returned by the cloud 

server. Fig. 3(a) shows that the precision in MRSE scheme is 

evidently affected by the standard deviation σ of the 

randomvariable ε. From the consideration of effectiveness, 

standarddeviation σ is expected to be smaller so as to obtain 

highprecision indicating the good purity of retrieved 

documents. 

However, user’s rank privacy may have been partially 

leakedto the cloud server as a consequence of small σ. Fig. 

3(b) shows the rank privacyat different points with two 

standard deviations σ = 1 andσ = 0.5 respectively.From these 

two figures, we can see that small σ leads to higher precision 

of search result but lower rank privacy guarantee,while large σ 

results in higher rank privacy guarantee butlower precision. In 

other words, our scheme provides a balanceparameter for data 

users to satisfy their different requirementson precision and 

rank privacy. 

 

      (a) 

 

    (b) (b) 

Fig. 5: Time cost of generating trapdoor. 

(a) For the samequery keywords within different sizes of 

dictionary, t = 10. 

(b) For different numbers of query keywords within the 

samedictionary,  

n = 4000. 

 

4.1.1 Index Confidentiality.In our proposed scheme, and are 

obfuscated vectors, which means the cloud server cannot infer 

the original data vector and the query vector without the secret 

key SK. As is proven in [14], the cloud server cannot deduce 

TFvalues from the result relevance scores. Inother word, the 

index confidentiality is protected. i I w T  
 

4.1.2 Trapdoor Unlinkability. The trapdoor of query vector is 

generated from a random splitting operation, whichmeans the 

same search requests are transformed into different query 

trapdoors. And thus, the query unlink abilityis well preserved. 

  

4.1.3 Keyword Privacy. In the known backgroundscheme, the 

cloud server is supposed to have more knowledge, such as the 

distribution TF values of keywords in the dataset. The cloud 

server is able to identify keywords by analyzing these specific 

distributions. In our scheme, the TFdistributionsof keywords 

will be leaked directly when there is only one query keyword. 

Thus, our proposed scheme is designed to obscure the 

TFdistributionsof keywords with the dummy values. Thatis to 

say, the keyword privacy is protected. 

 

 

5. CONCLUSION 

In this paper, for the first time we define and solve the 

problem of multi-keyword ranked search over encrypted cloud 

data, and establish a variety of privacy requirements. Among 
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various multi-keyword semantics, we choose the efficient 

similarity measure of “coordinate matching”, i.e., as many 

matches as possible, to effectively capture the relevance of 

outsourced documents to the query keywords, and use “inner 

product similarity” to quantitatively evaluate such similarity 

measure. For meeting the challenge of supporting multi-

keyword semantic without privacy breaches, we propose a 

basic idea of MRSE using secure inner product computation. 

Then we give two improved MRSE schemes to achieve 

various stringent privacy requirements in two different threat 

models. Thorough analysis investigating privacy and 

efficiency guarantees of proposed schemes is given, and 

experiments on the real-world dataset show our proposed 

schemes introduce low overhead on both computation and 

communication. 

In our future work, we will explore supporting other multi-

keyword semantics (e.g., weighted query) over encrypted data 

and checking the integrity of the rank order in the search 

result. 
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