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ABSTRACT 

The cryptographic protocols which are traditionally used depend upon computational assumptions and this makes them feasible to 

be broken by suitable cryptographic attacks. In the 1 out 2 oblivious transfer (OT1
2
) protocols which can be used to construct a 

cryptographic protocol for any polynomial time computable function. TheOT1
2
protocol is based on wireless channel 

characteristics and is independent of computational assumptions. Here in our proposed work we intent to provide a system that 

provides a secure environment for the transfer of data from source to destination in a wireless channel by providing a private 

means for communication and by preserving the privacy and verification of the password. 
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1. INTRODUCTION 

The current encryption scheme is prone to be attacked and is 

insecure because of their dependence on computational 

assumptions. The AES block cipher is based on the concept of 

pseudorandom permutation. But with the advanced 

cryptanalysis attacks it is possible to break the AES encryption 

tactic. The OT1
2 

protocol is sovereign of computational 

assumptions and is based on wireless channel characteristics. 

There were assumptions of about the full proof security of the 

Hash functions such as MD5 and SHA-0.But cryptologists 

found a way to provide collision of these secure Hash 

functions by the use of certain efficient algorithms. 

However discarding the use of computational assumptions 

from the cryptographic schemes is a very challenging task. In 

our proposed work we do not intend to provide a completely 

independent cryptographic platform from computational 

assumptions but we are interested in providing a question for 

solving this problem. 

In our proposed work we are looking forward to utilize 

wireless channel characteristics for building a secure 

cryptographic podium.[1]Puts forward a 1 out of 2 Oblivious 

Protocol which can be used to construct a cryptographic 

protocol for any desired polynomial time computable 

function. The protocol is based on wireless channel 

characteristics and is independent of computational 

assumptions.Killian [2] shown that OT1
2 

is can be used to 

construct a secure cryptographic tool for any polynomial time 

computable function. Creating a cryptographic protocol based 

on wireless channel characteristics without computational 

assumptions is not a simple task but the model which we 

propose is to use the technique from [3] that analyses some 

“weakened” versions of the standard forms of Oblivious 

transfer and  also considers variants of OT which are 

motivated by coding theory and physics.The attack used here 

in [4] is a differential attack namely modular differential 

which uses modular integer subtraction as the measure instead 

of exclusive or as a measure.[5] presents a new techniques for 

collision search in the hash function namely the SHA-0. With 
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the help of the innovative techniques, we can find collisions 

of the full 80-step SHA-0 with complexity less than 239 hash 

operations.[6] proposes to utilize the fact that the radio 

channel decorrelates swiftly in time, space and also frequency 

so as to  institute new forms of authentication and 

confidentiality that operate at the physical layer and can be 

used to facilitate cross-layer security paradigms.[7] puts 

forward a novel secure OT protocol based on bilinear 

coupling which not only can provide mutual authentication to 

resist malicious attacks but also is efficient in 

communicational cost.[8] The paper results suggest how to 

build cryptographic systems that are provably secure against 

enemies with unlimited computing power under rational 

assumptions about the partial independence of the noise on 

the implicated communication channels.[9]The paper presents 

a protocol that allows two users to establish a common 

cryptographic key by exploiting special properties of the 

wireless channel: the underlying channel response between 

any two parties is unique and decorrelates rapidly in 

space.[11] explains  a composition structure where nodes 

convey fake noise to restrain eavesdroppers devices whose 

locations are anonymous and it makes sure the confidentiality 

of message information transported across the system. Our 

proposed work provides two applications one which is 

concerned with providing a secure communication between 

the two wireless communicating parties just like in case of 

Symmetric key but is focused on without computational 

assumptions. The second application of our proposed work is 

of preserving the privacy and verification of the 

password.Through the second application we desire one 

wireless device to securely verify the password from the other 

communicating wireless device but the whole process should 

be completely unaware from any undesired third party.  

The proposed work consists of following sections: 

 Simple WSN network  

 Various attacks on the security of the system 

 Detection of the various attacks and also providing 

prevention from them. 

 Providing secure communication, preserving the 

privacy and verification of the password. 

APPLICATION 1: TO PROVIDE PRIVATE     

COMMUNICATION 

In this application we desire to build a means to allow Source 

(S) to securely deliver information to Destination (D) in such 

a way that both S and D know a secret key. This is much more 

the same as the traditional cryptographic methods. In short the 

application must provide the following requirements: 

 When both S and D share the same key the D should 

be able to receive the information sent by S. 

 When both S and D do not possess the same key then 

D should not be able to receive the information sent 

by S. 

 In any circumstances any undesired third party or an 

attacker should not be able to get any idea about the 

information sent by S. 

APPLICATION 2: PRESERVING THE PRIVACY AND 

PROVIDING THE VERIFICATION OF THE PASSWORD 

In this application we intent to provide a means for preserving 

the privacy of the user   and providing verification of the 

password of the user of interest. This is very essential to 

provide the authentication of the user. To understand the 

concept let us assume that X verified the password of Y then 

we have the following circumstances: 

 When X password equivalents the record stored at Y 

then Y accepts X to start communication. 

 When X password doesn’t equals the record stored at 

Y then Y declines the permission to X. 

 For both the cases neither of X and Y get any 

information regarding the password of each other. 

 During the whole scenario the information regarding 

the password isn’t leaked to any unauthorized party. 

2. PROPOSED WORK 

WSN technology consists of sensor nodes which operate 

independently in an adhoc environment. Providing a secure 

environment is needed to provide a good functional behaviour 

of WSN. 

In Eavesdropper attack or Man in the middle attack the 

attacker makes a connection which is independent with both 

the source and with the destination and provides the 
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exchanging of the information thereby impersonating both the 

source and the destination that they are communication with 

each other in a secure private environment. The attacker is not 

only able to read the messages but can also bring about 

undesirable changes on the data being shared. When the 

intruder node is detected and removed from the overall 

network and thereby secure communication again begins 

between source and destination. 

In the wormhole attack the attacker eavesdrops the 

information being transferred and can tunnel the messages 

received to other node or to some other part of the network. 

The wormhole attack not only makes use of routing 

information but also messes up the entire routing process.    

Black hole attack also known as the sinkhole attack where a  

Malignant node functions as a black hole and attempts to 

forward the complete feasible traffic through a negotiated 

node creating a emblematic sinkhole with the opponent or 

antagonist at the centre. Thus blackhole not only causes 

wastage of the data but also a loss of energy.  

Another attack of interest in our proposed work is the 

distributed denial of service (DDOS). In DDOS many 

negotiated nodes or systems tend to attack a single 

predetermined target by flooding the target node with the 

incoming messages resulting the target node to shut down or 

stop working. This creates contradicting the service of the 

system to the authorised user. Client communicates with 

server in a normal manner until an intruder attacks the 

network by forwarding all the traffic to an intermediate 

thereby overloading the server time with some useless work. 

The other clients are then denied from the services by the 

server. When the intruder client is detected and removed from 

the overall network and again a secure communication starts 

between all the clients in the network and the server. 

The communication system demands for a password for 

providing an access to the network. When the password in the 

database of the network matches with the one entered and 

permission is granted or else an error is generated and the 

access to the communication network is denied. The proposed 

system works on the principles of RC 6 algorithm [10]. There 

by meeting with our requirement of our application for 

preserving the privacy of the entities and registration of the 

password. 

3. CONCLUSION 

Constructing a cryptographic protocol without computational 

assumptions is really a hard nut to crack but our effort can be 

taken as a crucial step towards constructing a wireless security 

system which doesn’t depend on any computational 

assumptions. In our proposed work we do not intent to build a 

totally computational assumptions free secure system but we 

leave the work for the near future. 
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