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ABSTRACT 

ZigBee is a wireless technology developed as an open global standard to address the unique needs of low-cost, low-power wireless 

mesh networks[1]. The ZigBee standard operates on the IEEE 802.15.4 physical radio specification and operates in unlicensed bands 

including 2.4 GHz, 900 MHz and 868 MHz. The Zigbee is the most popular technology mostly used in the fields are are building 

automation systems, location, industrial and structural monitoring, farming and agriculture, defense, security, and healthcare. To 

secure transmitted data, ZigBee networks use the advanced encryption standard (AES) encryption algorithm with counter mode 

(CTR). The AES is one of the most secure, robust, and reliable algorithms. 
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1. INTRODUCTIONS 

 In recent years, there has been an extensive growth in wireless 

network technology such as zigbee technology and its 

applications. Zigbee is also known as IEEE 802.15.4 standards. 

Wireless networks are the networks set up by using radio signal 

frequency to communicate among network devices without 

involving cables. Due to their ease of deployment, user 

mobility, and scalability, these networks are widely deployed in 

varying applications ranging from military operations to civil 

deployment such as emergency missions, sensor networks, and 

wireless local area networks. The IEEE 802.15.4/Zigbee is the 

new wireless technology which can communicate in various 

patterns, i.e. peer-to-peer, point-to-point, and point-to-

multipoint, over the-air with baud rates of 250 kbps. According 

to the properties and abilities of Zigbee, it can be employed to 

build the wireless sensor network. Zigbee technology has many 

application such as Building automation, Energy consumer 

electronic network, Pc and peripherals, home automation, 

Telecom services, medical care system.  

 

2. BACKGROUND 

ZigBee technology is a specification for a suite of high level 

communication protocols using small, low-power digital radios 

based on the IEEE 802.15.4 standard for wireless personal area 

networks. Zigbee wireless technology consists of A Wireless 

Body Area Network. There are three types of wireless network 

communication that are commonly used, i.e. Wi-Fi, Bluetooth, 

and Zigbee. The Zigbee which is the general wireless network 

protocols used for data transfer. It addresses the unique needs of 

low-cost, low-power wireless sensor networks. This standard 

takes full advantages of the IEEE 802.15.4 physical radio 

specification and operates in unlicensed bands worldwide at 

different frequencies .To set up the wireless network of Zigbee, 

at least 2 nodes (Coordinator node and Router/End device) are 

needed to allow the system working with the personal area 

network (PAN).  Generally, there are many network topologies 

widely used such as star, bus, and ring networks. Additionally, 

hierarchical (tree) and hybrid networks are also used. However, 

according to the IEEE 802.15.4 standard, Zigbee can be divided 

into three topologies by types of work, i.e.  

 

1) Star network (Broadcast) which consists of a central 

coordinator connected to all other nodes   

2) Cluster tree network, in which a global network 

coordinator is the root of a tree network whose nodes can act 

as the local coordinators of their personal operating spaces. 
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3) Mesh network which is a communication network made 

up of radio nodes organized in a mesh topology. Wireless 

mesh networks often consist of mesh clients, mesh routers 

and gateways. 

 

 
Fig 1: Topology 

 

3. SYSTEM ARCHITECTURE DESIGN 

Wireless Sensor Networks are being gradually introduced in 

different application scenarios. ZigBee is one of the most 

widely used transceiver standard in wireless sensor 

networks. ZigBee over IEEE 802.15.4., defines 

specifications for low data rate WPAN to support low power 

monitoring and controlling devices ZigBee technology is the 

standard of choice among other wireless technologies due to 

its efficient low-power connectivity and ability to connect a 

large number of devices into a single network. ZigBee 

technology uses the globally available, license-free 2.4GHz 

frequency band. ZigBee is developed by ZigBee alliance. 

Zigbee is one of the most widely utilized Wireless Sensor 

Network standards with low power, low data rate, low cost 

and short time delay characteristics, simple to develop and 

deploy and provides robust security and high data 

reliability[3].  

The ZigBee system Architecture consists of a Wireless 

Personal Area Network (WPAN) and a Local Area 

Network. The WPAN implemented as a Zigbee network 

communicates with the LAN via a gateway. This gateway 

also serves as the WPAN coordinator which is responsible 

for forming the network. Each medical device has a Zigbee 

node attached (MDI) which enables data to be transmitted 

wirelessly to the Gateway and then onto a Server existing on 

the LAN. The system combines ZigBee-based WSN 

technology, in order to compensate for the deficiencies of 

the existing health care system, improve the ward 

environment, reduce the workload of doctors, nurses, and 

better services for patients, specifically designed and 

developed a medical monitoring system. figure.2 shows the 

general diagram of system. ZigBee device are the 

combination of application (such as light sensor, lighting 

control etc), ZigBee logical (coordinator, router, end 

device), and ZigBee physical device types (Full Function 

Device and Reduced Function Device) [2]. There are three 

different main parts of ZigBee devices [4] [5][6]: 

A. ZigBee coordinator (ZC): The most capable device, the 

coordinator forms the root of the network tree and might bridge to 

other networks. There is exactly one ZigBee coordinator in each 

network since it is the device that started the network originally. It 

is able to store information about the network, including acting as 

the Trust Centre & repository for security keys. 

B. ZigBee Router (ZR): As well as running an application 

function, a router can act as an intermediate router, passing on 

data from other devices. 
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C. ZigBee End Device (ZED): Contains just enough 

functionality to talk to the parent node (either the coordinator or a 

router); it cannot relay data from other devices. This relationship 

allows the node to be asleep a significant amount of the time 

thereby giving long battery life. A ZED requires the least amount 

of memory, and therefore can be less expensive to manufacture 

than a ZR or ZC.  

 

Fig 2:Zigbee system design 

4. ZIGBEE APLICATION 

Throughput of ZigBee is low; rate of data transfer is about 

250kbps. So this ZigBee system is useful for applications 

needs low data rate. Some of its applications are ;Home 

Automation and Control, Automatic Meter Reading, 

Residential & commercial utility systems, Building 

Automation, Personal health care, Body area networks, 

Fitness monitoring: home, gym, on-the-move, ZigBee Smart 

Energy, Hospital & institutional, Patient monitoring, Cable 

replacements, Automotive, In vehicle control: vehicular & 

entertainment, Status monitoring, Telecom Services. 

 

5. CONCLUSION 

Zigbee Wireless networks for Medical Applications are 

becoming a hot topic in the industry. With its potential uses 

in the medical and home healthcare fields, wireless sensor 

networks have an important contribution in improving lives 

of patients.   It is secure, robust and low-power consuming. It 

can operate on multiple channels so as to avoid interference 

with other wireless devices or equipments in the hospital. 
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